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Abstract

In a flooding-based distributed denial-of-servi@®DS) attack, an adversary attempts to exhaust a
target’'s computing resource. To detect DDoS attanka network environment, IP traceback methods
are deployed to determine the origin of attack gask With the increase in bandwidth of wireless
networks, attackers may choose this medium fronchwtd launch attacks. However, tracing the
attackers in wireless networks is more difficutica intermediate nodes may move or attackers may
change their location to hide themselves. Thusyentional traceback schemes for wired networks
cannot apply directly to the wireless network istracture because the intermediate routers could be
compromised by an adversary. Therefore, we propodexible and lightweight traceback scheme to
determine the source of attack packets in a madéroc environment. We will demonstrate our
method’s ability to track the movement of an attacknd recognize attack traffic launched by the
same attacker from different locations.

Keywords: Wireless traceback, Distributed Denial of Serviteagk, Mobile
1. Introduction

With the decreasing cost of Internet access anddtgasing availability from a plethora of devices
and mediums, the impact of attacks on the netwotlecoming more significant and detrimental. In a
distributed denial-of-service (DDoS) attack, anedary comprises a large number of hosts and uses
them as zombies to generate large traffic flowsirsgjaa target host. By consuming the victim’s
resources, such as computational power, memoryeusayl network bandwidth, the attacker can
severely degrade or completely deny normal ser{idesAttack traffic may comprise of SYN packets,
ICMP packets, or othétypes of packets [2][3]. Nowadays, many well-knomebsites, such as Yahoo!
and Amazon, are under the threat of DDoS attackiltieg in millions of dollars in damage.

The problem of DDoS stems from the nature of thpriitocol design [4]. Because the IP protocol
routes packets by the destination address in tihe#ider without regard to the source address, an
adversary may insert any address in the sourceessifield. Depending upon the requested service,
the victim may allocate resources for a host thaiot expecting any service.

To combat DDoS attacks, RFC 2827 [5] proposed swfdters to check that inbound traffic
originates from a valid IP address of an authorizetivork. Researchers have also suggested various
IP traceback methods, such as i-trace [6], packggihg [7][8] and packet marking [9][10][11], to
detect the source of the attacks. In the i-trappr@ach, Bellovin utilizes the ICMP packet to
probabilistically send traceback information. Umémately, routers frequently block ICMP messages
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because of their security risks. Packet loggimires extra storage overhead in routers along the
route path to store traceback data. In contrastket marking utilizes the 16-bit ID field of thE |
header to save traceback information. Due toithizgeld amount of available bits in the header, pack
marking schemes probabilistically mark packets vgtrtial traceback information. Therefore, the
victim must receive a sufficient amount of packetaccurately reconstruct the attack path. Toesedc

in the wireless environment, however, these scheewsre modifications to adapt to the mobility of
nodes.

Wireless networks consist of infrastructure mode ad-hoc mode. In the infrastructure mode, the
wireless nodes connect directly to the access g8iR), which acts as a mediator between the wired
and wireless network. Conversely, nodes self-degaim the ad-hoc mode to create routing paths with
neighboring nodes.

Depending upon how ad-hoc routing protocols maintaasic routing information, they can be
divided into proactive routing and reactive routingroactive routing protocols periodically updtte
routing table even if there is no network traffién contrast, reactive routing protocols only ceeat
routing paths as needed. Dynamic Source Routir8R(013] is a reactive routing protocol that keeps
the full routing path in the header. Thus, intediate nodes can forward packets with the header
information.

With the growth of wireless device usage and tloeeiase in wireless bandwidth, adversaries may
opt to generate attacks from the wireless ad-hbeark. The ability to perform IP traceback in a a
hoc network will become more important. Huang &eé [14] developed a traceback scheme for ad-
hoc networks based upon the SPIE scheme [7]. BRilles use of a special data structure, a bloom
filter [15], to reduce the packet logging overhesdeach router. Similarly, Huang and Lee’s scheme
utilizes a tagged bloom filter, which decreasesdiia overhead used to construct the link graplith W
the link graph and neighbor list, they can detect lacate a hotspot.

In designing a traceback scheme, we want the yaldlitrace an attack packet to its source in the ad
hoc network. Since intermediate and malicious sagithin the wireless network can join, leave, or
move around, we would like our scheme to be abltdinue tracking the attacker. That is, we would
not consider that node as a new attacker. To &s¢ &f our knowledge, this is the first paper that
achieves these goals.

We organize the remainder of this paper as follolmsthe next section we elaborate on the network
architecture and attack model. Next, we descrilreppoposed scheme in Section 3 and evaluate its
ability to detect attackers in Section 4. Finallig conclude our findings in Section 5.

2. Preliminaries

Before we begin, we discuss our network architestassumptions, and threats. As depicted in
Figure 1, we focus on the attack model in whichadmersary within an ad-hoc network executes a
DDoS attack against a remote server. When theeserintrusion Detection System detects a DDoS
attack, it initiates an IP traceback on the wiretlwork to find the gateway AP. There exists nurasro
traceback methods [7][8][9][10][11] that can deterenthe attack route from the server to the end AP.
To ferret out the adversary, the AP then perfornisaee on the wireless network by utilizing our
proposed scheme. Our method employs a combinafitogging and packet marking, which it sends
out of band (ICMP) to avoid interference with titiahal wired traceback.

To access the internet in a wireless ad-hoc netvarr& node acts as an AP and forwards packets on
behalf of member nodes. Thus, this node, whichiefer to as the AP, provides a bridge between the
wired and wireless domains. Our ad-hoc networkléments the Dynamic Source Routing (DSR)
protocol to route messages amongst member nodes.
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Figure 1. Architecture

2.1. Assumptions

We make the following assumptions:

The AP must possess enough computation, storagegrergy resources to perform logging and
traceback services.

The AP cannot be compromised. Since the AP hahaddggng operations, an AP under the control
of an adversary cannot provide useful tracebadindtion.

Intermediate nodes within the ad-hoc network candsepromised.

Adversaries may change locations within the ad#ework or associate with other networks.

2.2. Threats

An adversary may attack the network with a varietymethods. In the simplest approach, the
adversary captures a node and proceeds with a DitaBk against the server. In addition, the
adversary may insert randomly generated sourcedtfPeases into attack packets. Furthermore, the
attacker may relocate within ad-hoc network torahe routing path.

3. Wirdless | P traceback Scheme

We propose an IP traceback scheme (WiTrack) totéon@mbile attackers in an ad-hoc network.
First, we describe how to create a Route GraploHigable. Next we show how an AP marks packets.
Last, we detail the process of how we tracebackilmalbversaries.

3.1. Routing Graph History

To pinpoint attackers in a wireless network, wecheedeal with the mobility issues. When an AP
receives a notice from a victim’s IDS, the wirelestwork topology changes when a victim is under
attack. Thus, we introduce Route Graph History KiR® log the changes of the network topology.
With an AP’s RGH table, we can have a snapshohefrietwork topology when malicious packets
invade the wireless network. In the following mregphs we will detail how to create a RGH table.

In a distributed system, time synchronization iglvin ensuring the transaction agreements and
events between nodes. However, time synchronizaticall nodes requires higher costs. To loosely



synchronize time in a distributed system, we prepasRECORD_ROUTE() scheme to collect the
records and establish a virtual cloGkthat represents thg, change of the network topology in an AP.

Algorithm RECORD_ROUE():
AssumetheCurrentTimestampat theAPisT,

P(N;,LR)=RGH(N; ,LT,)

CT=T,

IF(P(N;, LR ) == gor P(N;, LR} # P(N; ,R;)) {
CT=Ty .}

IF(RGH(N; ,CT) == g{
RGH(N; ,CT)=P(N;,R;)}

Our ad-hoc network model containsnodesN;, N,,..., N, with access to the internet through a gateway AP.
LR={LT,, LT,,...,.LT} represents a list of last updated timestamps@meN;. P(N,R) symbolize the routing path
starting fromith nodeN, that goes through rou to the AP, wherd®, consists of an ordered set of nodes. When
the AP receives a packet originating frotmat Ty, it checks whether the last updated path of nga#ffers from the
new packet’'s path. IP(N,R) changes or does not exist, then the AP increasesittual clockT, to T..; and
records the new patR(N,R) with the modified timestampy., in RGHN;, Ty:1), where RGHY;, Ti.1) means-th
column anck+1-th row in RGH table; otherwise, the clock maintaims same value and the AP adds the unchanged
path with the current clocR(N,R) to the RGHR|;, T). Note that actual time intervals between timegts are not
necessarily the same. That is, timestamp changgswhen a route changes.
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Figure 2. Elapse of Timestamp on an AP

Figure 2 shows an example of maintaining timestaman AP. Initially, timestamp is set1g. As Figure 3(a)
shows, when AP receives the first packet origimpfiom N; at 2msec, it increases the timestam@i@nd records
the pathP(Ng,R)={ N;, N, N5, Nj,Jon RGH table (First row of Table 1). Since theded, did not sends any packets
to this AP before receiving packB(N;,R;). As Figure 3(b) shows, the AP receives secortkgidP (N, R;) at
4.5msec Although the route fron\, is same with the previous route fro¥ip, the AP needs to increase the virtual
clock toT, and records the pat(N,,R)={ N>, Ng, N5, N;} on RGH table. Since the AP’'s RGH does not contai
previous route foN,. It follows the same procedure for the third peidkom nodeN; respectively.

For the fourth packet from nod, the AP determines the path of this packet is\edeint to the last updated
pathP(N,,R,). Thus, it does not increase the virtual clocRathowever, the AP must log this pa#iN,,R,) since
this route does not exist in the RGH table at tifpe As Figure 3(d) shows, when the AP receives ittie packet
from Ny, it increases the timestampTgbecause the last updated route of ndde.e. R;={Ng, N5, N,}, is different



from route Ry={Ns, Ny}, and records the patR(N;,R,;) on RGH table. Finally, the log of packets recdiby this
AP is illustrated in Table 1.

Table 1. Example RGH table

Time e Ny N, Na
T P(N,Ry)
T P(N2,Re)
Ts P(N,Ry) | P(Ns,Rs)
Ta P(NLRy) | P(No,Ry) | P(Ns,Rs)

We define the grap@; as the set of all routing paths during tife Thus,

G ={RGH(N,,T) D RGH(N,,T.)O...0RGH(N,,T)} is the network topology at tim&. Figure 3 shows
examples of network topology constructed by ushey records of RGH table. On the third row of thblé, two
disjoint paths are recorded®t And the network topology is drawn accordinglyFégure 3(c) shows. AT, node
N; follows different route to send a packet to the ARd node®\, andN; follow identical routes as before to route
packet to the AP. Then, the network topology anAlR atT, will look like Figure 3(d).

Initially, the network will experience more updatesd changes to the global clock as the AP pomitheempty
RGH table with routing paths. When the networlb#itzes, there should be fewer updates. Nodes &hosgting
paths remain null for an extended period of time imave left the network. During an attack, howetiee AP will
have to go through many updates as the adversargsman the network or spoofs many source routesie kry to
trace DDoS attackers from victim to AP, we needhtok the packet on an AP.

Interne Interne Interne

(b) (c) (d)
Figure 3. History Network Topology in an AP
(a) At timestampr; (b) At timestamprl, (c) At timestamf; (d) At timestamprl,

3.2. Packet Marking

Since the AP extracts the source route from eachkgba DSR header, it has a complete view of thévad
network’s topology. However, forwarding a completeurce route to the server during normal operatisn
inefficient. To reduce network bandwidth, the Aéhgrates a hash to mark a packet. The AP sendmthket's
marked data (MD) to the server with the originathet out of band. The reason we send the MD obiaofl is to
prevent the MD from being erased by wired tracelraakks.

MD relates a packet with its routing path and titagg. It contains the packet’s timestamp, a hésis couting
path, and a hash of the packet’s payload. That is,

MD =T, |[HASH(RGH (N;,T,)) |[HASH( Payload), where | is a stream concatenation operator.

The mark includes three parts and the first isreestamp, which helps the receiver know when thegdeives
this packet. The second is the hash value of theless routing path, helping the victim trace frtme AP to the



attacker. The third part of the packet includeshish value. Since the mark is sent out of bare hash value is
used to connect attack packet and the mark. Asasseime the attack to be DDoS, the false positive bea
eliminated as more and more packets come in. Véeefibre, recommend the digest of packet use thieepheader
and some bytes of payload as the input of a uraVéesh table.

When the server receives the MD, it should retagibformation for a limited amount of time. Fommediate
look-up, the server puts the MD in a hash tablengughe payload hash as the index, and the timgstard routing
path hash as the value. Once detecting a DDo&kattee server returns the MD to the AP, so thaait hunt down
the attacker accordingly.

3.3. Mobile Attacker Traceback Scheme

When an adversary initiates a DoS attack on a sdrgm wireless ad-hoc network, the adversary nmesgiit
randomly generated source IP addresses into thekgtackets and then relocate within ad-hoc netwmiter the
routing path. Therefore, the attack traffic thates from different places could be launched bystiree attacker.
If a tracing algorithm cannot recognize the atttekfic which probably comes from the same attackemumber of
“attackers” will be recorded on a server. Alsowill be difficult for a victim to identify the cuent location of an
attacker. However, the conventional tracing athons that are designed for wired network cannatetranobile
attackers. Hence, an algorithm MERGE_PATH is mhticed to trace mobile attackers and identify twwackt traffic
that comes from two different places but mightdenched by same attacker.

Interne

Attacker:

Figure4. Attack graph of Spoofed IP address attack. @Gmales are attack nodes notified by victims

When the AP receives an attack notice, it utilitesalgorithm MERGE_PATH() to verify whether thésaker is
new or has just simply moved; therefore, it caruoedthe number of suspected attackers becauseafaimem do
come from the same source. After receiving arclitietice, an AP extracts from the notice the MEhVR(N,R)
and Ty, and checks if it matches the entry in its RGHedalSince an adversary may spoof the addressdéagh hop
along the wired network, a mismatch is possibles aAresult, the AP simply discards this attackasoti On the
contrary, if the MD has ever appeared in the RAHetat means the server has successfully locdteatiginating
AP. Therefore, the AP commences a search for taekar within its network. When the AP tracks dothe
attacker, it adds this node to the Attacker Lidt),4a log of all malicious nodes at each interv@ihe AP maintains
and forwards the list to the server. AL={pLAL,, ALj3, ..., AL,}, where AL=(N,,T,) is i-th attack node and
timestamp received and recorded in the AP. Thatioot AL_N= N,, represents the attack node of the recorg AL
and AL,_T= T, represents the timestamp of the record. Aturthermore, the MERGE_PATH() merges attackgrs b
tracing movement in the attack graph. An attacpprat timeT,, denotedAGk, represents a partial graph GI.

Thatis, AG, ={ RGH(N,,T,),RGH(N,,T,),...,RGH(N,,T,) }, whereN AL .
The constructed graphG is loop free because DSR is a loop free routiggrahm. If a spoofing tool inserts a
randomly generated source IP address into attackef® as depicted in Figure 4, lots of attack sodeite their

traffic through the same intermediate node. Theppsed scheme MERGE_PATH() merges any two malicious
nodesN; from time T, andN, from timeT, if the two nodes have the same parent in a treetate, so as to verify



whether the attacks are launched by the same adyer§d hree attack models and their tracing exasplél be
detailed below.

If an adversary does not spoof the source addre#s attack packets, the AP can trace the adwerbgr
following the attack graph. Even though the attathanges locations, he must execute DSR’s rastevery to
find a valid path to the AP. Since any change aftes from the attack source is recorded on the Rdhite,
attackers can be located because of attack grapimgc As previous attacking notices are generfiiethe same
attacker, the AP can remove all those notices ##dnto reduce the list's size. For example, as Fégb(a) shows,
when the AP receives a new attack notice from invi¢Figure 5(b)), we merge the original attackmraAG with
the new attack path into a new attack graph. Siheemoving adversary is attacking a victim, therged attack
graph, see Figure 5(c), shows the attack traffiaisched by the source noNe, which moves from its neighboring
nodeN;, to nodeNs. Then, the oldN;; is no longer needed and will be removed from tit@ck graph. After AP
removing the duplicated nodes, the attack graghasvn as Figure 5(d).

Internet

(b)
Internet

(d)

Figure 5. Example of merged attack graphs, the gray nodeglantified attackers. (a) The attack graph lefaw
attack notice. (b) AP receiving an attack noticg.The attack graph after the attack notice. (da&k
graph after the merging of two attackaks.

As for those attackers who spoof their source adé® the AP must generate an attack graph (A&) gdtting
an attack notice because attack traffic that coinoes different sources may be launched by the sataeker. AG
consists of the merged set of all MD that the ABerees, i.e. AG={ AG,,AG, ..., AG,}. Since the routing path

may change as intermediate nodes join, move, eeldze network, a routing loop may happen when Affging
attack graphs from different time intervals. léth is a loop in an attack graph, a tracing algoritay fall into the
loop and make it difficult for the algorithm to ¢ the source of the attack traffic. In orderéamove a loop from a
graph, a path has to be removed from the grapleep khe graph loop free. We will define the torberoved path
in the following.

We assume two attack graph& atT, andAG atT;, whereT<T;. If a sequence of nodesld Ny, Ng,..., N, Ne}
exists in the graphAG=AGUAG, where nodesN; and N, exist in the attack graph#&G and AG.



SUbR(AG,AG)={N,, Ng,..., N} is a set of nodes iAG, not in AG. SUbRAG,AG)={N,, N..., N} is a set of
nodes not irAG, but inAG. The nodesNs, Ny, Ng,..., N, Ngt will be a loop in the merged gragkG.

Internet

(a) ()

Internet Internet

(c) (d)
Figure 6. Example of removing loops from an attack grapa) The attack graph before new attack notice. ) A
receiving an attack notice. (c) The attack grapérahe merging of two attack graphs. (d) The &tgraph after AP
removing a loop from the graph.

Since the traffic moves from nodiz to nodeNs, it will not choose the route SulfRG,AG) atTj; instead, it uses
the alternative path Suf§RG;,AG) to route packets. Therefore, MERGE_PATH() rensoe path SubAG,AG)
from the merged grapAG so as to remove the loop from the gr&yB UAG. Thus, the MERGE_PATH() traces
an attacker from the root of a tree to leaf nodel®tate the attacker. Figure 6 exemplifies thaaeng of a loop
from a merged attack graph. When an AP receivesttagk notice, its rout is shown in Figure 6(lBecause the
moving of intermediate nodes, the routing path tdgin to change from the last transmission. \We fhe merged
graph has a loopNz, Nig, Noo, Nio, N5} as Figure 6(c) shows. Also, the nodes that serdsages through nobley
do not follow the routing sequends; ,Ns,N;). Instead, the message will follow the routgy(N»o,Nio,N;). Because
the packets do not route through noddsg,{(s,N;), we can remove the unwanted pathyNs,N,) from the graph.
Besides, the tracing algorithm can trace the attack the new loop-free attack graph.



Algorithm MERGE_PATH:
Let N, beanattackingnodesentfrom a victim
IF (N, T,)ORGH) {
IFAL =g
AL= AL+ (N, T,)
AG, =P(N.R;)
NumberOfAtackers=1}
NumberOfAtackers= NumberOfAtackers+ 1
Diff, = P(Np, R,) = (P(Np, R,) n AG) - SubR (AG, P(N,, R;))
IF(N,,, T, )OAL
NumberOfAtackers= NumberOfAtackers-1
ELSE{
While (i < |AL| andno match){
IF (AL, _N,T,)0JAL and(
((|Diff .| ==1) and(AL; _N- > parent== N, - > parent))or
((|Diff .| ==1) and(AL; _ N- > parent-> parent== N , - > parent))or
((|Diff | == 2) and(AL; _N-> parent-> parent== N ,- > parent=> parent)))j
NumberOfAtackers= NumberOfAtackers-1
AL=AL- AL}
AL=AL+ (N, T)}
AGy = AG, U P(N;,R;) = SubR(AG,P(N;, R}))
} discardthenotice

Since the nodes in an ad-hoc network can be conmipednby an adversary, these compromised nodeswiill
stepping stone for attackers. Sometimes an attackepromises a host in the middle of its routiaghpand uses the
compromised nodes to remove all tracing clues ftoentransmitted packets. When MERGE_PATH() trabes
source of attack traffic, it will identify the attk node as malicious users’ stepping stone, andtthek node will not
be a leaf of the attack graph. If the routing datim the real attacker to the stepping stonegiadt, the attacker can
hide himself behind the stepping stone and ourmeheannot locate him. Then, he will be logged fon AP and
identified as another attacker, i.e. his steppioges actually, in the attack grapi; in Figure 6(a) exemplifies a
stepping stone in an attack graph.

In the previous Mobile Attacker Tracing Scheme, faeus on single access point traceback. Howevas, it
possible for a mobile attacker to roam from onetARanother. When an attacker roams between twq thiey
should exchange their RGH records with each otbemaintain the correctness of packet transmisdi@m,
registration information in Mobile IP. That is taysthe AP is able to know the address of the rogmodes. When
an attacker tries to generate attack packets freenAd® to another, the two APs’ RGH should be coeito trace
the attacker.

For instance, when an attacker roams from AP1 1@, Alire victim can geRGH,p; andRGH,p;, from the traced
AP. However, the problem of distributed RGH isttttee two RGHs are not synchronized. That is tq séyen
RGHs are not synchronized, the only way to merge dttackers is to scan all the tables for knowachtrs and
time slices.

Hence, when we exchan§sHap: andRGH,p,, the two APs can synchronize the two RGHs by matcttie
two tablesTax With regular exchange &GHap; andRGHap,, We can create the mappingTaf. for AP1 and AP2
respectively. Then, we can limit the scan siz¢heftable and synchronize the two RGHs. Figutugtiates how
two RGHSs keep their own counters and synchronizé ether.



RGHae RGHoae:

Node1 node2 Node3 Node4 Node1 node2 Node3 Node4
T1 Route \ T1 Route
T2 Route Route T2 Route
T3 Route T3 Route Route
T4 Route <—> T4 Route Route
T5 Route Route T5 Route | Route
T6 Route Route T6 Route Route Route
T7 Route | Route B 17 Route Route
T8 Route Route Route T8 Route Route Route Route

Figure 7. Two Route Graph History and synchronization

To trace an attacker, we can use the original ambrobut the scan range will have to extend frotabée to
two and the timestamps for the two tables needetoelmapped. For instance, as illustrated in Figurafter the
remapping, we findT; onRGHap; « T, ONRGHypz; T4 ONRGHap1 « T4 ONRGHapy; Ts andTg 0N RGHapy < T7 0N

RGHp2.

4. Simulation

We use the ns2 simulator [17] to test our scherabibty in locating an adversary. In general, vetup the
simulations with the default wireless environmeaifiguration for channel, propagation, link laygpe, interface
queue type, Media Access Control, and antenna. tHeoDSR agent, we configure the flow state andl dmrifer.
Next, we center the AP in our 600 test grid and enable it to forward packets tolttternet. Then, we generate 50
mobile nodes using the ns2’s indep-utils/cmu-scem'getdest and log DSR packets with CMUTrace. Enede is
able to send valid UDP packets to AP. Malicioudes®may move through the network at a faster tagomable
rate.

Intermediate nodes may move along a routing paththe first simulation, we demonstrate our schenadgility
to identify a mobile DoS attack by merging attac&ahs even though intermediate nodes moves dutiagka. In
Figure 8, we find that the network size does nétcafthe accuracy of our scheme when we verify thatattack
traffic sent from different locations is, in fagienerated from the same source. Then, we idahiifye attacks as
one and merge them into one. By considering nétwbmup to 50 nodes, we are able to merge 90% ladttdck
traffic launched by the same attackers.
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Figure 8. Effect of network size



We find that examining a larger number of movecerimediate nodes yields higher merging rate. Sthee
moving of intermediate nodes make the change ofar&ttopology, it provides more information for tsanalyze
the movement of an attacker.
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Figure 9. Effect of moving routers

Next, we will prove that our scheme is able to despoofed source IP addresses. As illustratédgare 10, we
find that our scheme can successfully trace ovés 89all randomly generated source IP addresses.
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Figure 10. Spoofed IP address detection rate

Finally, we test if our scheme yields the corraatnber of attackers between time intervals. Thabus scheme
will not double count a moving adversary even thoiigries to spoof its source address. Figurelllttiates that
our scheme can successfully hunt down adversaiib9@% accuracy.
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Figure 11. True positive rate

5. Conclusion

In this paper, we introduce a traceback schemewioeless networks running Dynamic Source Routing.
Compared to existing traceback schemes, our methodtrace an adversary to its source, even if langds
locations. Furthermore, our scheme can deternfiresiet of attack packets originate from the adugrs Our
simulations show that our scheme can detect duplettackers with 99% effectiveness.
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