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===== Registry Diff Scanning =====

HKCU/Software/Microsoft/Windows/Current\ersio
n/Run/kava C:\WINDOWS\system32\kavo.exe

===== Disk Diff Scanning =====

/WINDOWS/system32/kavo.exe
/WINDOWS/system32/kavo0.dll
/Documents and Settings/dsns/Local
Settings/Temp/wdagnb7.dil

===== Driver Diff Scanning =====

0x00f8928000 0x006000 wincab.sys
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===== Registry Diff Scanning =====
HKLMACHINE/SOFTWARE/Microsoft/Windows/
CurrentVersion/Run/Torjan Program
C:\WINDOWS\WINLOGON.EXE

===== Disk Diff Scanning =====

/WINDOWS/finder.com
/WINDOWS/system32/finder.com
/WINDOWS/1.com
/WINDOWS/EXERoute.exe
/WINDOWS/system32/MSCONFIG.COM
/WINDOWS/system32/regedit.com
/WINDOWS/Debug/DebugProgram.exe
/WINDOWS/system32/command.pif
/WINDOWS/explorer.com
/WINDOWS/system32/rundll32.com
/WINDOWS/system32/dxdiag.com
/Program Files/Internet Explorer/iexplore.com
/WINDOWS/WINLOGON.EXE
/Program Filess=Common Files/iexplore.pif
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===== Disk Diff Scanning =====

/Stoned/Drivers/Sinowal Extractor.sys
/Stoned/Master Boot Record.bak
/Stoned/Applications/Sinowal Loader.sys
/Stoned/Applications/Hibernation File Attack.sys
/Stoned/Applications/Forensic Lockdown
Software.sys
/Stoned/Applications/Windows.sys
/1$Secure:$SDH
//$Secure:$SDS
/Stoned/Drivers/Sinowal.sys
/Stoned/Drivers/Black Hat Europe 2007 Vipin
Kumar POC.sys

===== MBR Maodification Scanning =====
MBR Modified
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===== Driver Diff Scanning =====
0x00f7a40000 0x010000 msdirectx.sys

===== Process Diff Scanning =====
notepad.exe

LY A R R T A BE R A A 45 T
cHEIARNNEEB T ARG i B AR
9P~ w2 Rootkit MEERATR (75 WV TR E
s B 4 47 R4

I~

AT PE LI R &1 £ > 11 Ad-hoc =17
FEFEREROFS Ilaw aE i pET
Moo pUth s s A B SRR SRR T R A e N
e £ P ERARN DTS L ok o b
4@&%¢ﬁ%?#ﬁ*%ﬁ'%ﬁﬁ$$%%“
FHgr b IRERH > T L aE a7 DGR P R
FEARG T s Fh R A LB s BpE AN S R
Rootkit *E A2 A 75 > P ELRE L AR F4EE
Fen™ g o m AT el TS E L AR 7
RANE L BRT ATE AR R R R
E-F A AR A TIE P GRE(T o

FHPPHEHFTLIE A FERPOEIAANP
& 541 E
g

$4 <

[1] T. Garfinkel and M. Rosenblum, “A Virtual
Machine Introspection Based Architecture for
Intrusion Detection,” In Proceedings of the
Network and Distributed Systems Security
Symposium, February 2003.

[2] A Goel, K. Po, K. Farhadi, Z. Li, and E. de
Lara, “The Taser Intrusion Recovery System,”
In Proceedings of the twentieth
ACMSymposium  on  Operating  Systems
Principles, pages 163-176, New York, NY,
USA, 2005. ACM.

[3] Carsten Willems, Thorsten Holz, and Felix
Freiling, "Toward Automated Dynamic
Malware Analysis Using CWSandbox," IEEE
Security and Privacy, vol. 5, no. 2, pp. 32-39.

[4] U. Bayer, A. Moser, C. Kruegel, and E. Kirda,
“Dynamic Analysis of Malicious Code, Journal
in Computer Virology, 2006.

[5] F. Bellard, “QEMU, a Fast and Portable
Dynamic Translator,” Proceedings of the 2005
USENIX Annual Technical Conference,

April 10-15, 2005, Anaheim, CA, USA

[6] FUTo.
http://www.openrce.org/articles/full view/19
[7] \olatility
https://www.volatilesystems.com/default/volatil
ity

[8] N. Kumar and V. Kumar, “Vboot Kit:
Compromising Windows Vista Security,” In
Black Hat Europe, Amsterdam, March 2007.


http://www.openrce.org/articles/full_view/19
https://www.volatilesystems.com/default/volatility
https://www.volatilesystems.com/default/volatility

Atk b] g Bom 4 KAVO
===== Registry Diff Scanning =====
BOTH:+ >
HKEY_CURRENT_USER/Software/Microsoft/Window
s/CurrentVersion/Run/kava
C:\WINDOWS\system32\kavo.exeM
===== Disk Diff Scanning =====
/WINDOWS/system32/config/SysEvent.Evt
/Documents and Settings/dsns/NTUSER.DAT
/Documents and Settings/dsns/Local
Settings/History/History.IE5/index.dat
/I$SMFT
/Documents and Settings/dsns/NTUSER.DAT.LOG
/WINDOWS/system32/config/system
/Documents and Settings/dsns/Cookies/index.dat
* /Documents and Settings/dsns/Local Settings/Temporary Internet
Files/Content.IE5/O5Y7GL2Z/97ED7CEAE39F51B123B73CC29
A684[1].jpg
/WINDOWS/system32/config/system.LOG
/WINDOWS/system32/config/software
/WINDOWS/system32/kavo.exe
/System Volume
Information/_restore{BF386772-CD88-4BB7-A880-E86FCA4691
57}/RP2/change.log
/WINDOWS/system32/kavo0.dll
/WINDOWS/system32/config/software.LOG
/Documents and Settings/dsns/Local Settings/Temporary Internet
Files/Content.IE5/index.dat
/I$LogFile
* /Documents and Settings/dsns/Local Settings/Temporary Internet
Files/Content.IE5/O5Y7GL2Z/black_oo[1].gif
/WINDOWS/Temp/Perflib_Perfdata_794.dat
/Documents and Settings/dsns/Local
Settings/Temp/wdagnb7.dll
/I$Bitmap
===== Driver Diff Scanning =====
\?2\C:\WINDOWS\system32\wincab.sys
0x00f8928000 0x006000 wincab.sys
===== Process Diff Scanning =====
===== MBR Modification Scanning =====

& 1% % &) @ Stone bootkit
===== Registry Diff Scanning =====
===== Disk Diff Scanning =====
/Stoned/Drivers/Sinowal Extractor.sys
/Stoned/Master Boot Record.bak
/Stoned/Applications/Sinowal Loader.sys
/Documents and Settings/dsns/NTUSER.DAT
/Stoned/Applications/Hibernation File Attack.sys
II$MFT
/Stoned/Applications/Forensic Lockdown Software.sys
/Documents and Settings/dsns/NTUSER.DAT.LOG
/1$Secure:$SlI
/Stoned/Applications/Windows.sys
* /Documents and Settings/dsns/Local Settings/Temporary Internet
Files/Content.IE5/UFU34X0P/mail[2].&am=!Sg30492GSli5Bbvy
0fc6Qqw-V8VABEHLDxXRDhrc92XJp
* /Documents and Settings/dsns/Local Settings/Temporary Internet
Files/Content.IE5/S5AFCLQ3/E32B13BB5DEF4B39A0A04E4E
A92F6D[1].gif
* /Documents and Settings/dsns/Local Settings/Temporary Internet
Files/Content.IE5/O5Y7GL2Z/97ED7CEAE39F51B123B73CC29
A684[1].jpg
/WINDOWS/system32/config/software
/WINDOWS/system32/config/software. LOG
/System Volume
Information/_restore{BF386772-CD88-4BB7-A880-E86FCA4691
57}/RP2/change.log
/1$Secure:$SDH
/1$Secure:$SDS
//$LogFile
/
/Stoned/Drivers/Sinowal.sys
/Stoned/Drivers/Black Hat Europe 2007 Vipin Kumar
POC.sys
/I$Bitmap
===== Driver Diff Scanning =====
===== Socket Diff Scanning =====
= Process Diff Scanning =====
MBR Modification Scanning =====
MBR Modified






