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Abstract

Based on a one-way function and the intractability of the Diffie–Hellman problem, Pinch proposed a on-line multiple secret sharing
protocol which allows the shares to be reused. Ghodosi et al. showed that Pinch’s protocol is vulnerable to cheating. They also proposed a
method to prevent the cheating problem in Pinch’s protocol. However, both Pinch’s and Ghodosi et al.’s protocols suffer from the
disadvantages of high computation overhead and sequential reconstruction in the secret recovery phase. In this article, we propose a new
on-line multiple secret sharing scheme. The security of the proposed scheme is only based on a one-way function, not on other intractable
problems. Compared with other well-known schemes, our scheme has the advantages of lower computation overhead and parallel recon-
struction in the secret recovery phase.q 1999 Elsevier Science B.V. All rights reserved.
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1. Introduction

A secret sharing scheme is a method which allows a
secret to be shared among a set of participants in such a
way that onlyqualifiedsubsets of participants can recover
the secret [1,2]. The collection of subsets of participants that
can reconstruct the secret in this way is calledaccess struc-
ture, denoted byG. It is natural to requireG to be monotone.
The basis ofG, denoted byG0, is the family of all minimal
qualified subsets. Based on one-way functions, Cahin [3]
proposed a construction for on-line secret sharing with
general access structures, with shares as short as the secret,
and in which participants may be dynamically added or
deleted without having to update the shares of the existing
participants. Pinch [4] pointed out that Cachin’s scheme
does not allow shares to be reused after the secret has
been reconstructed without the help of a trusted computation
device or a further distributed computation subprotocol such
as that of Goldreich et al. [5]. Based on a one-way function
and the intractability of the Diffie–Hellman problem [6],
Pinch [4] proposed a modified protocol which allows the
shares to be reused. Recently, Ghodosi et al. [7] showed that
Pinch’s protocol is vulnerable to cheating. They also
proposed a method to prevent cheating problem in Pinch’s
protocol. As these both protocols include exponentiation
computation, the computation overhead is high. Besides,
the secret reconstruction of those must be sequential in the

secret recovery phase. It will be very time-consuming and
inconvenient for secret reconstruction. In addition, because
the security of both Pinch’s protocol and Ghodosi et al.’s
protocol is based on the one-way function and the intract-
ibility of the Diffie–Hellman problem [6] (equivalent to the
discrete logarithm problem [8]). If the discrete logarithm
problem is solved, both these schemes will be insecure.

In this article, we propose a new on-line multiple secret
sharing protocol which is only based on a one-way function,
not on other intractable problems. Compared with other
well-known schemes, our scheme has the advantages of
lower computation overhead and parallel reconstruction in
the secret recovery phase. This article is organized as
follows. In Section 2, we introduce both Pinch’s protocol
and Ghodosi et al.’s protocol. In Section 3, we propose and
analyze our on-line secret sharing protocol. Finally, we
conclude this article in Section 4.

2. Review of Pinch’s protocol and Ghodosi et al.’s
protocol

In this section, we first introduce both Pinch’s protocol
and Ghodosi et al.’s protocol and then propose the disad-
vantages of these both protocols.

2.1. Pinch’s protocol

Let f be a one-way function with domainM and rangeG,
whereM � kM, ·l is a multiplicative group andG� kG, 1 l
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is an additive group. For simplicity, we assume thatG is the
additive group modulop, wherep is a prime number andM
is the multiplicative group to the same modulus. The follow-
ing protocol is used to sharem secretsK[h] with access
structuresG[h] for h � 1,…,m.

D1. The dealer randomly choosesn ‘shares’ S1,…,Sn

which are relatively prime top 2 1 and transmitsSi

over a secret channel to the correspondingPi for all i �
1,…,n.
D2. For every shared secretK[h] and for every minimal
qualified subset X [ G�h�0 , the dealer randomly
choosesg�h�X to be a generator of GF(p) and computes
T�h�X � K�h� 2 f ��g�h�X �Px:Px[XSx� and publishes H�h� �
{ �g�h�X ;T�h�X �uX [ G�h�0 } on the notice board.

To recover the shared secretK [h], a set of participantsY[
G[h] proceed as follows:

R1. The members ofY agree on a minimal qualified
subsetX # Y. Assume thatX � { P1,…,Pt}.
R2. Member P1 reads g�h�X from the notice board,
computes�g�h�X �S1 and passes the result toP2.
R3. Each subsequent memberPi, for 1 , i , t, receives
�g�h�X �S1…Si21, computes�g�h�X �S1…Si and passes the result to
Pi11.
R4. The final participantPt receives�g�h�X �S1…St21 and
computesV�h�X � �g�h�X �S1…St � �g�h�X �Px:Px[XSx:

R5. On behalf of the groupY, memberPt, readsT�h�X from
the notice board and then reconstructs the secret

K�h� � T�h�X 1 f �V�h�X �:

2.2. Ghodosi et al.’s protocol

Basically, Ghodosi et al.’s protocol is the same asPinch’s
protocol. Ghodosi et al. [7] showed that Pinch’s scheme is
vulnerable to cheating as follows. If a dishonest participant
Pi [ X contributes his fake shareS0i � a·Si ; wherea is a
random integer modulo (p 2 1), only the participantPi can
calculate the correct valueV�h�X by ��g�h�X �S1…aSi…St �a21 �
�g�h�X �S1…St � V�h�X and hence the correct secret as in Pinch’s
scheme, while the other participants cannot. Therefore,
Ghodosi et al. suggested that the dealer publishes the infor-
mation �g�h�X �V

�h�
X (corresponding to every shared secret and

every authorized setX) on the notice board. LetV�h�X * be the
final result in Step R4 of the reconstruction phase. Every
participant can verify whether�g�h�X �V

�h�
X �? �g�h�X �V

�h�
X *

: If the
verification fails, then cheating has occurred in the protocol
and thus the computed secret is not correct.

It is clear that the security of both Pinch’s protocol and
Ghodosi et al.’s protocol is based on the one-way function
and the intractibility of the Diffie–Hellman problem [6]
(equivalent to the discrete logarithm problem [8]). In
general, the existence of one-way function is believed.

However, if the discrete logarithm problem is solved, both
these schemes will be insecure. Besides, because these
protocols include exponentiation computation, the compu-
tation overhead is high. In addition, the secret reconstruction
in step R3 must be sequential. It will be very time-consum-
ing and inconvenient for secret reconstruction.

3. New on-line secret sharing scheme

In this section, we propose and analyze our new on-line
secret sharing scheme which is only based on a one-way
function, not on other intractable problems.

3.1. New on-line secret sharing protocol

We assume that there exists a one-way function,f, with
both domain and rangeG. The following protocol is used to
sharem secretsK[h] with access structuresG[h] for h �
1,…,m.

A1. The dealer randomly choosesn secret ‘shares’
S1,…,Sn from G and transmitsSi over a secret channel
to the correspondingPi for all i � 1,…,n.
A2. For every shared secretK[h] and for every minimal
qualified subsetX [ G�h�0 ; the dealer randomly chooses
R�h�X in G, computes

T�h�X � K�h� 2
X

x:Px[X

f �R�h�X 1 Sx�;

and publishesH�h� � { �R�h�X ;T�h�X �uX [ G�h�0 } on the notice
board.

To recover the shared secretK[h], a set of participantsY[
G[h] proceed as follows:

B1. The members ofY agree on a minimal qualified
subsetX # Y. Assume thatX � { P1,…,Pt}.
B2. Each memberPi, for 1 # i # t 2 1, readsR�h�X from
the notice board, computesf �R�h�X 1 Si� and sends this
result toPt. Note thatPt is the unique member who is
responsible for reconstructing the secret.
B3. Pt readsR�h�X and T�h�X from the notice board and
computesf �R�h�X 1 St�:
B4. On behalf of the groupY, memberPt, receives
f �R�h�X 1 Si�; for 1 # i # t 2 1, and reconstructs the secret
K�h� � T�h�X 1

Pt
i�1 f �R�h�X 1 Si� � T�h�X 1

P
x:Px[X f �R�h�X 1

Sx�:
Note that once a shared secret is recovered, the secret is
assumed to be public and will not be reconstructed again
becausePt has known the secret.

3.2. Security analysis of the new protocol

For an adversary who attempts to get the correct secret, he
can collectf �R�h�X 1 Si�; for 1 # i # t 2 1, from the network
by Step B2. However, the information is useless to compute
K[h] becausef �R�h�X 1 St� is unknown. In addition, he cannot
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recover any shareSi from the public informationR�h�X and
f �R�h�X 1 Si� becausef is a one-way function. Now we
consider the case when some secrets have been released.
We assume the secretK[h] is publicly known. Therefore,
one can get allf �R�h�X 1 Si�for 1 # i # t. However, the
information, f �R�h�X 1 Si�, presented to recover the secret
by participantPi, is not the same for each shared secret
K[h] and for each minimal qualified subsetX. That is, the
informationf �R�h�X 1 Si� is only useful for the specific secret
K[h] and the specific subsetX. Though two different secrets
have the same minimal qualified subsetX, the information
f �R�h�X 1 Si� will not be the same one. Thus the information
f �R�h�X 1 Si� is only useful for the secretK[h], not for other
secrets. It is remarked that the informationf �R�h�X 1 Si� is
used only once because a shared secret is reconstructed only
once.

3.3. Computation overhead

Our protocol is based on a one-way function. There were
many one-way functions designed in the past, e.g., LFSR
[9], MD5 [10], SHA [11], etc. Most of them are based on
some simple operations such as permutation, substitution,
and XOR. Therefore, the computation of a one-way function
is much faster than the exponentiation computation. Hence
our protocol is more efficient than other protocols based on
the Diffie–Hellman problem.

3.4. Parallel reconstruction

In our protocol, the Step B2 can be parallelly proceeded
while the Step R3 of Pinch’s protocol needs to be proceeded
sequentially.

3.5. Detection of cheating

Similar to Ghodosi et al.’s protocol, our scheme can also
detect the occurrence of cheating by putting some additional
authentic information on the notice board. For every shared
secretK[h], we putD[h] � f(K[h]) on the notice board. Anyone
can verify its correctness of the computed secret,�K�h�, by
testingf � �K�h�� �? D�h�:

3.6. Detection of cheaters

In addition to detecting cheating, our scheme can also
detect the cheaters accurately. For every shared secret
K[h], for every minimal qualified subsetX [ G�h�0 ; and for
every participantPi [ X, we putC�h�X;i � f �f �R�h�X 1 Si�� on
the notice board. Once the computed secret is not correct,
anyone can verify its correctness of the information

f �R�h�X 1 Si� which is presented byPi, by testing

f �f �R�h�X 1 Si�� �? C�h�X;i : Thus, cheaters can be identified.

3.7. On-line property

Here, we consider how to add participants, to delete parti-
cipants, to update access structures, and to renew the shared

secrets in our protocol. In many situations, the participants
of a secret sharing scheme will not remain the same during
the entire life-time of the secret. The access structure itself
may change, too, if it is adapted to the new configuration of
participants. Similar to the monotonicity of the access struc-
ture, we assume that the changes to the access structure are
monotone, i.e. participants are only added and qualified
subsets remain qualified. We assume that some participants
and some access structures need to be added. The dealer
needs only to distribute the shares to the new participants
and update the information of bulletin board as in Steps A1
and A2 of our protocol. The previously issued shares are
still valid and no shares have to be transmitted. When some
participants or some access structures need to be deleted, the
shared secrets should be renewed for the reason of security.
Therefore the dealer only needs to update the information of
bulletin board as in Step A2 of our protocol. The shares
remain unchanged.

4. Conclusions

In this article, we propose an efficient protocol for on-line
multiple secret sharing which is only based on the one-way
function, not on other intractable problems. Our scheme is
able to detect cheating and, moreover, to detect cheaters
correctly. Compared with other well-known schemes, our
scheme provides the advantages of lower computation over-
head and parallel reconstruction in the secret recovery
phase.
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