
 

Abstract  

MasterCard and VisaCard use credit cards to sup-
port a number of services, such as Masterphone or Vis a-
phone, which allow cardholders to make phone calls from 
any telephone. However, these services take little or no 
security precautions. Although SET protocol has defined 
a secure payment method for card transactions over open 
networks, it cannot fit in telephone systems. In this paper, 
we propose two credit card-based payment schemes for 
telecommunication systems: one for public switched 
telephone networks and another for the Internet teleph-
ony. The proposed schemes can securely authenticate 
callers without exposing their secret information on the 
communication networks. 

 

1 Introduction 

Masterphone and Visaphone services allow card-
holders to make phone calls from any telephone [3]. These 
services provide a convenient means for making interna-
tional long distance calls via cards for tourists. To use 
overseas access or to make a chargeable local call, it is 
common to call a toll free service number and give the 
operator the caller’s card number, personal identification 
number, and the callee’s phone number. The call will be 
connected after the verification of account details. Then 
the cost of calls will be automatically debited the card 
owner’s account. There are credit card phones with wipe 
readers which allow people to make calls using commercial 
credit cards as well as coins [5]. To make a call, customers 
must swipe their credit card through the reader of the 
phone, wait for authorization and then dial the number 
they want. Charges for these calls appear on cardholders’  

monthly statements from their card company. 

In today’s credit card-based telecommunication 
services, the credit card numbers and personal identifica-
tion numbers are often transmitted from cardholders to the 
telephone company over the telephone line without secu-
rity precautions. However, this information provides the 
key elements needed to create counterfeit cards or 
fraudulent telephone calls. Thus, they should not be ex-
posed to the telephone network system in plaintext form. 
The goal of this paper is to propose a method for the au-
thentication of users without leaking the credit card num-
bers. 

A simple credit card phone environment is show in 
Figure 1. The authentication process takes place between 
the caller and the credit card authentication center 

(CCAC). CCAC is a gateway to check the authority of the 
caller. During the authentication process, the telephone 
company authenticates a caller only via CCAC and should 
not get both the credit card numbers and personal identi-
fication numbers. After the authentication process, the 
telephone company must get some evidences from the 

 

Figure 1: Credit card Phone System 
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CCAC. The evidence is a kind of digital signature to prove 
the user has made phone calls. The telephone company 
can charge the credit card company the cost of calls by 
the evidences from the CCAC. Then the credit card com-
pany will sends the bill to its customers. 

In this paper, we propose a secure credit card-based 
billing scheme for the public switched telephone network. 
This scheme can authenticate callers via CCAC and 
guarantee the confidentiality of callers’  secret informa-
tion. This scheme can be also applied to mobile telecom-
munication systems [1, 2, 7, 8, 14], such as GSM [10]. In 
our scheme, we assume that the credit card can authenti-
cate the user directly, such as using a personal identifica-
tion number (PIN) shared between the card and its owner. 
And the private key cryptosystem is sufficient for the 
authentication between the caller and the CCAC. Since 
signing documents with the private key cryptosystem is 
difficult, the public key cryptosystem is adopted to gen-
erate the digital signature as the evidences of calls. The 
public key cryptosystem also helps create a secure com-
munication conveniently via the telephone network sys-
tem. 

With both the private and public cryptosystems, we 
propose a secure credit card-based billing scheme over 
the public switched telecommunication network. This 
scheme is also suitable for mobile telecommunication 
networks. 

Recently, Visa and MasterCard have jointly devel-
oped the Secure Electronic Transaction (SET) protocol as 
a secure payment method for card transactions in the 
Internet [15]. In SET specifications, a cardholder is pre-
sented with an order form containing the list of items, their 
prices, and a total price including shipping, handling and 
taxes. The cardholder sends the merchant a completed 
order, which is digitally signed by cardholders who pos-
ses certificates. This method cannot be adapted easily to 
the credit card telephone service because a telephone 
charge cannot be determined until the conversation is 

over. After the telephone conversation, the caller may 
evade or refuse to sign the bill. So, the signed messages 
must be acquired in the telephone conversation. To re-
solve the problem, we design another billing scheme 
based on our secure credit card-based billing scheme for 
the Internet telephone environment. 

In the paper, we will outline the credit card-based 
telecommunication system environment and propose a 
communication protocol in Section 2 and 3. The payment 
flowchart for the Internet telephone network will be pre-
sented in Section 4. Finally, we will give our conclusions 
in Section 5. 

2 Secure Credit Card Phone Envi-

ronment and Notations 

As the credit card phone environment shown in 
Figure 1, we assume that the caller is Alice and the callee 
is Bob. The entire process can be divided into four states 
shown in figure 2. When Alice makes a call to Bob via the 
telephone network system with a credit card, the tele-
phone network system will request the CCAC whether or 
not she can make this call. The challenge of the user au-
thentication is how to guarantee the confidentiality of 
user’s secret information, such as the credit card number. 
If the CCAC authorizes her to make the call to Bob, the 
telephone network system will provide communication 
channel between Alice and Bob. Since a telephone charge 
cannot be determined until the conversation is over, we 
use a periodic payment scheme. That is, before the com-
munication, CCAC must give the telephone company a 
communication evidence which allows the communication 
for a predefined interval. If the interval is arrival, the tele-
phone company should reconfirm whether the caller 
would continue this conversation. If yes, the telephone 
company will get another evidence from CCAC and con-
tinue supporting this communication. Otherwise, the 
communication line will be broken. By these communica-
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Figure 2: The state transition of the proposed protocol 



 

tion evidences, the communication company can get the 
telephone charge from Alice’s credit card account later. 
But the challenge of the periodic payment scheme is how 
to reduce the overhead of reconfirmation in order to keep 
the smooth of communications.  

For user authentication, we use the chal-
lenge-response protocol [12]. That is, the system (CCAC) 
gives the user an authentication token (a challenge) and 
the user must return a response based on this token and 
some secret shared between the system and user. Then 
the system can authenticate the user by checking if the 
response is correct or not. To computate the response, we 
assume that each user has a hand held authentication 
card that verifies the card-holder with a unique password 
(PIN, personal identification number) whenever the user 
power-on this card. The card has an eight character al-
phanumeric display and a thin membrane keypad for op-
eration as shown in Figure 3 [9]. Since users’  credit card 
numbers are sensitive data, they should not be revealed 
as well as sent in plaintext form to the telephone company. 
For this reason, we assume that callers’  telephones have 
encryption and decryption functions that support secure 
communication with CCAC and propose a secure credit 
card-based billing scheme for telephony over public 
communication networks. In this way, the telephone 
company can still acquire evidences to charge users such 

that the user cannot deny the calls he/she made. 

The following notations are used in the description 
of our proposed protocol: 

－M: Alice’s hand held authentication card which must 
support a private key cryptosystem. 

－T1: The caller’s (Alice’s) telephone which must sup-
port a public key cryptosystem. 

－T2: The callee’s (Bob’s) telephone which does not 
support any cryptosystem. 

－C: Credit card authentication center who has two pairs 

of key ( , )E DC C  and  ( , )P SC C , where 

),( CC DE  is for message encryption and decryption; 

( , )P SC C  is for message signature and verification. 

－N: The telephone network system which has a pair of 

keys ),( NN DE , where ),( NN DE  is for message 

encryption and decryption. 

－IDa: Alice’s credit card number. 

－Ka: The secret key shared by C and Alice (recorded in 
her authentication card M). 

－ni: Nonces. 

－ti: Timestamps issued by N. 

－z: The authentication token which is a random number. 

－⊕: Exclusive OR operation. 

－{ }message K : An encrypted message which uses 

K  as the key. 

 

3 The Secure Credit Card-based 

Billing Scheme 

The credit card-based billing scheme is shown as Figure 4. 
Step 1: Alice calls her credid card authentication center 

C via the telephone 1T  with her card number 
IDa and Bob’s telephone number 2T . The 

telephone 1T  generates random numbers n1 

with the public keys NE  and EC to compute 

NEa nIDCNTTX },,,,{ 12111 ⊕=  and 

CEa nIDCNTTX },,,,,{ 12112 = . Then 1T  

sends the message ( , )X X11 12  to the tele-

phone network system via telephone line. 

Step 2: The telephone network system N  uses the 

private key ND  to decrypt the message 11X .  

Consequently, N  acquires the caller identity 
1T , the callee identity 2T , CCAC identity C, 

1nIDa ⊕ , and message 12X . The authentica-

tion message 12X  is then forwarded to C. 

  

Figure 3: An hand held authentication card  



 

Step 3: The credit card authentication center C  uses 
the private key DC  to decrypt the mes-

sage 12X . Then C  knows the caller identity 

1T , callee identity 2T , the telephone company 
N , the credit card number IDa, nonce 1n . 

C generates a random number z  as an au-
thentication token and sends it to the telephone 
network system. 

Step 4: N  passes the message z  to 1T . 
 

Step 5: For authentication, Alice inputs her PIN numb er 
into her authentication card M . If the 
verification succeeds, Alice types in the token 
z , which was seen on the telephone. The card 
responds with the message 

aKzX }{51 = , 

which will be input into the telephone 1T . The 
telephone sends the response message X51 
back to N . 

 
Step 6: The telephone network system C sends the 

message ),( 151 tX  to C , where 1t  is the 

startup time for billing. 
 
Step 7: The credit card authentication center C uses 

IDa’s secret key Ka to check whether Alice 

is a legitimate user or not. If Alice is a legitimate 
user, C uses card number IDa, nonce 1n , 

timestamp 1t  and the private key SC  to 

generate a signature 

CSa tnIDCNTTX },,,,,{ 112171 ⊕= . C 

keeps the record ),,,,,,( 1121 tnCNTTIDa  

and sends this signature X71 to the telephone 

network system N  as an evidence for billing. 
 Since the telephone network system N  knows 

121 ,,, nIDCTT a ⊕ , and t1, it can verify the 

signature X71 with the public key PC .  If the 

signature X71 is correct, N  should establish 

a communication channel between 1T  and 
2T . 

Steps 8-11: In advance, the telephone network system 
N  needs to negotiate a reconfirmation interval 
with the credit card authentication center Cby 
a contract. If the conversation between 1T  and 

2T  is longer than the interval time, N  should 
issues a reconfirmation signal to 1T  periodi-
cally. When 1T  receives a reconfirmation mes-
sage, the telephone will generate a random num-
ber 2n  and send the message 

 M N T1 C 

Figure 4: The secure credit card-based billing scheme 

1: {T1, T2, N, C, IDa ⊕ n1}EN , 
  { T1, T2, N, C, IDa , n1}EC 2: { T1, T2, N, C, IDa , n1}EC 
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{z}Ka 
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7: { T1, T2, N, C, IDa ⊕ n1, t1 }SC 

8: reconfirm 

9: {IDa⊕ n2}E N,  {n1, n2}EC 10: {n1, n2}EC , t2 

11: { T1, T2, N, C, IDa ⊕ n2, t2 }SC 
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)},{,}({ 212
CN EEa nnnID ⊕  to the telephone 

network system . Then N  has to get the evi-

dence 
CSa tnIDCNTT },,,,,{ 2221 ⊕  from 

C with timestamp 2t  as shown in Figure 3, 

where C  saves the record 

),,,,,,( 2221 tnCNTTIDa .  

Suppose 
CSjja tnIDCNTT },,,,,{ 21 ⊕  is the last evi-

dence. The telephone company sends the message 
),,,,,,,( 1121 jjaa tnIDtnIDCNTT ⊕⊕  and the 

signature (
CSa tnIDCNTT },,,,,{ 1121 ⊕ , 

CSjja tnIDCNTT },,,,,{ 21 ⊕ ) as a bill for the charge 

of this call. When the C gets this bill, C verifies the 
signature. If it is correct, C has to pay this call. For 
recognition of the caller, C has to search the records of 
calls. The charge of this call will appear on the caller 
IDa’s monthly credit card statements. 

Since in telephone systems, we cannot guarantee 
the caller is in a secure environment. It is undesirable for a 
cardholder to sign a payment directly on the telephone 
with his/her private singing key. However, he/she can 
trust the CCAC to be his/her agent of signing. Note that 
for anonymity the telephone will not send the credit card 
number IDa and nonce 1n  to the telephone network 

system. We use challenge-response authentication card 
to prevent the replay attack and ensure the freshness of 
the calling request. A two-way challenge-response au-
thentication protocol needs at least three steps. In our 
system, steps (1, 4, 5) is for the mutual authentication of 
the caller and the telephone network system; and steps (2, 
3, 6) is for the mutual authentication of the telephone 
network system and the credit card authentication center. 
In the authentication process, the CCAC is trusted to is-
sue the evidences of charges periodically in Steps (7, 8, 9, 
10, 11).  

There are four kinds of assailant in the system: out-
siders, the caller, the CCAC and the telephone company. 
Anyone, who wants to make a toll-free call, he/she should 
generate a victim Alice’s credit number IDa and the 

response message 
aKz}{ to impersonate Alice. Since the 

computation of the authentication response message 

aKz}{  takes place internally within Alice’s personal 

authentication card, Alice’s secret authentication key 

Ka is never revealed by the authentication card. There-

fore impersonating a victim to make a phone call is diffi-
cult even if he/she conspires with the telephone company. 

 In the payment system, the CCAC must be trustful 
and impartial. If a caller conspires with the credit card au-
thentication center C, the caller can impersonate a vic-
tim and cheat the telephone network system N .  In this 
way, the telephone company will believe a forged evi-
dence and bill the victim.  Consequently, the CCAC can 
collect the payment from a victim’s account. The fraud 
hurts customers’  interest. Therefore, the CCAC must be 
impartial and trustful. Furthermore, since the telephone 
company does not have the credit card authentication 
center C’s secret key SC , it cannot produce a forge 

evidence.  

In addition to the public switched telephone net-
works, this billing scheme can be also applied to mobile 
telecommunication systems, such as GSM. It is essential 
to the convenience of calling. No matter where a caller is, 
he can borrow a handset nearby to make a phone call. 
Owner of the handset will not be responsible for the char-
ge of this call. The expense of calls will be charged to the 
caller’s credit card account. 

4 Internet Telephone Payment Dia-
gram 

In the Internet, the Internet telephone also face the 
same problem. Internet telephony uses the Internet infra-
structure as a telephone network to stream packet 
real-time A/V between endpoints [11]. If a user wants to 
call regular phones, he needs to connect to a phone gate-
way. The telephone Internet service provider may offer 
services to either improve the quality of the A/V connec-
tions, and/or provide gateways to the switched telephone 
network (to basically integrate Internet telephony into 
today’s fabric). It is anticipated that these services might 
be “for a fee”. IDT has announced a similar service that 
will allow Internet phone users to make calls into major US 
cities for ten cents per minute. Like SET, the “Merchant” 
is an Internet Telephone Service Providers. The “Card-
holder” would like to pay for services with credit cards. 
The fundamental model in SET is that if the cardholder 
and merchant agree on an order and prices, SET provides 
for the payment of the order, and then the merchant de-
livers the order [6]. SET cannot be used to collect the fee 
directly, since the cost of calls will not be known until 
cardholders complete their calls. A simply Internet Phone 
payment diagram is shown in Figure 5. 



 

In the Internet, cardholders can communicate with 
their CCAC directly. In our Internet phone payment 
scheme, not only the Internet telephone service provider 
has the evidences of calls from the CCAC (see the 6th or 9th 
message in Figure 5), but also the CCAC have the evi-
dences of calls from cardholders (see the 5th or 8th message 
in Figure 5). Therefore, the need of trustiness of the 
CCAC decreases. In addition to this advantage, the caller 
need not remember the address of the Internet telephone 
service provider, since the card authentication center will 
choose the best service provider. Note that, in the scheme, 
nT1 is a random number generated by T1 and is used to 
verify whether the message 4 comes from the legal Inter-
net telephone service provider chosen by CCAC. By this 
way, no service provider can cheat T1 into believing that 
the provider is authorized by CCAC unless CCAC give 
him the secret nT1. 

5 Conclusions  

There are different kinds of service providers. For 
example, Internet telephone service providers allow peo-
ple to use a computer to make phone calls. The personal 
communication service provider let people use his/her 
handset to get any information from anywhere and com-
municate with anyone at anytime. Since the credit card 
does not have physical mechanisms limitation, everyone 
can register more than one credit card number. The use of 
credit card to pay the charge of services is very conven-
ient. In this paper, we propose a secure payment scheme 
for public switched telephone networks with which the 
expense of calls will be charged from the cardholder’s 
account.  This protocol is also suitable for mobile tele-
communication networks, such as GSM.  Furthermore, 
we design an Internet phone payment scheme to integrate 

Internet telephony with today’s telephone systems, 
where people can use his/her computer to call someone 
who has an ordinary telephone. 
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