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Abstract. Recently J. and R.M. Campello de Souza proposed a private-key 
encryption scheme based on the product codes with the capability of correcting 
a special type of structured errors. In this paper, we show that J. and R.M. 
Campello de Souza's scheme is insecure against chosen-plaintext attacks, and 
consequently propose a secure modified scheme. 

1 Introduction 

In 1978, McEliece [1] proposed a public-key cryptosystem based on algebraic coding 
theory. The idea of the cryptosystem is based on the fact that the decoding problem 
of a general linear code is an NP-complete problem. Compared with other public-key 
cryptosystems [2,3], McEliece's scheme has the advantage of high-speed encryption 
and decryption. However, the scheme is subjected to some weaknesses [4,5]. Rao 
and Nam [6,7] modified McEliece's scheme to construct a private-key algebraic-code 
cryptosystem which allows the use of simpler codes. The Rao-Nam system is still 
subjected to some chosen-plaintext attacks [7-10], and therefore is also insecure. 
Many modifications to Rao-Nam private-key cryptosystem were proposed [7,11,12]. 
These schemes are based on either allowing nonlinear codes or modifying the set of 
allowed error patterns. The Rao-Nam scheme using Preparata codes [7,11] was 
proven to be insecure against a chosen-plaintext attack [12]. The Rao-Nam scheme 
using burst-error-correcting codes, such as Reed-Solomon codes [6], was also proven 
to be insecure [8]. The use of burst-error-correcting codes for private-key encryption 
was generalized elsewhere [13,14]. The idea of these two cryptosystems is based on 
the fact that the burst-correcting capacity of a binary linear block burst-error- 
correcting code is, in general, larger than its random error-correcting capacity. Sun et 
al. and AI Jabri [ 15,16] showed that these two schemes are insecure against chosen- 
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plaintext attacks. In 1995, J. and R.M. Campello de Souza [17] proposed a private- 
key encryption scheme based on product codes (CDS scheme in short). The idea of 
their scheme is to use a product code which is capable of correcting a special kind of 
structured errors and then disguise it as a code that is only linear. This makes it unable 
to correct the errors as well as their permuted versions. 

In this paper, we first show CDS scheme is still insecure against chosen-plaintext 
attacks. And then we propose a modified private-key cryptosystem based on product 
codes, which is secure against the chosen-plaintext attacks proposed to break CDS 
and other similar schemes. 

This paper is organized as follows. In section 2, we give some basic preliminaries. 
Sections 3 and 4, respectively, introduce CDS scheme, and analyze the security of  
CDS scheme. In section 5, we propose a modified private-key cryptosystem based on 
product codes, and analyze the security of  the proposed scheme. In section 6, we 
discuss the long-key problem in our scheme. Finally, we conclude the paper in 
section 7. 

2 Preliminaries 

Definit ion 1: The direct mapping with parameters r and s, denoted DMr.s( ' ) ,  is the 

[a~176 "'" a~ 1 

one that maps the vector V = ( v 1 ..... Vr, ) into the matrix A = . so 

L ar-l,0 "'" ar- l , s -1  rxs 

that ai, j = v / s+ j+ l ,  for i=0 ,  1 ..... r-l,j=O, 1 ..... s-1. 

Definit ion 2: The vector E = ( e I ..... ere ), e i e the congruence class modulo q where 

q is a positive integer, is said to be a biseparable error, denoted BSEq (r, s) if  (i) its 

nonzero components are nonzero distinct elements in the congruence class modulo q 
and (ii) each row and each column of DMr.,(E ) contains, at most, one nonzero 

component. 

Note that the maximum weight of  a BSEq (r, s) is Wmx = min (q- 1, min(r, s)) and 

the number of  BSE's with a given weight w is 
w 

N ns e ~ ~) (w) = C q-11-I (r + 1- i)(s + 1-  i) . 
q , 

i=1 

E x a m p l e  1" Let q = 5, r =3, s = 4, E = (0, 0, 1, 0, 4, 0, 0, 0, 0, 0, 0, 3). 

[i Because DM r.s ( E) = 0 0 

0 0 33><4 

, E is a biseparable error over GF(5). 
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Theorem 1: A product code P C ( n  = ( r  + 1)(s + 1), k = rs,  d =4) over GF(q)," 

whose constituent row and column codes are single parity-check codes C~ ( n I = r + 1, 

k l = r ,  d 1=2) and C 2(n  2 = s + l ,  k 2 = s ,  d 2=2) respectively, can correct a 

BSEq (r+l ,  s+l )  of  weight up to Wma x . 

Proof :  We assume that there exactly exists an error vector E which is a BSEq (r+l ,  

s+l )  in the received word, R, and the (i, j)-th entry of DMr+l.s+ x (E) is a nonzero 

element of  GF(q), say e. Because no other error will be found in the i-th row of 

DMr+~.s+~(E), we can detect an error e contained in the i-th row of DMr+I.s+I(R) by 

the single parity check codes C~. Similarly, we can detect an error e contained in the 

j-th column of DMr+~.s+ l (R) by the single parity check codes C 2 . Because the error 

e in E is unique, the error e in the (i, j)-th entry of  DMr+l.,+l (R) can be identified. 

Note that product codes still work well in the congruence class modulo m, where m 
is not a prime. Total number of  the codes defined in Theorem 1 is NC = 
(r+l).(s+l).(r.s)!. In the following, we give an example of  P C ( n  =3.4, k =2.3, d =4) 
over GF(5). 

Example 2: We assume that the information word is M = ( m~, m2, m 3, m 4, m 5, m 6 ) ,  

where ml ~ GF(5). The encoding rule is denoted by the matrix, 

m2 Pl  m4 

P3 P6 P4 

m5 P2 ml 

m6] 
P5 , where P i ' s  (1_< i < 6) satisfy the following equations: 

m3 3><4 

Pl + m2 + m4 + m6 = 0 (mod 5), 

P2 + m5 + ml + m3 = 0 (mod 5), 

P3 + m2 + m5 = 0 (mod 5), 

P4 + m4 + ml = 0 (rood 5), 

P5 + m6 + m3 = 0 (mod 5), and 

P6 + Pt + P2 = 0 (mod 5). 

Note that P6 + P3 + P4 + P5 = 0 (mod 5) also holds if the above equations hold. 

The codeword is C = ( m 2, p~, m 4, m 6, P3, P6, P4, Ps, ms, P2, m~, m 3 ). We can also 

use the concept of  C = M G to denote the encoding procedure, where the generator 
matrix of  the code G = 
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0 0  0 0  0 1 4  0 0 4 1  

1 4 0 0  4 1 0  0 0 0  0 

0 0 0 0 0 1 0 4 0 4 0  

0 4 1 0 0 1 4 0 0 0 0  

0 0 0 0  4 1 0  0 1 4 0 

0 4  0 1 0 1 0  4 0 0  0 

. 

0 

1 
0 

0 

0 
6 x l 2  

Assume M= (3, 2, 0, 1, 4, 2) and E = (0, 0, 1, 0, 4, 0, 0, 0, 0, 0, 0, 3). From Example 
1, we know that E is a BSE 5 (3, 4). Thus the received word is 

R = M G + E = ( 2 , 0 ,  1,2 ,4 ,2 ,  1,3,4,  3 , 3 , 0 ) + ( 0 , 0 ,  1 , 0 , 4 , 0 , 0 , 0 , 0 , 0 , 0 , 3 )  
= ( 2 , 0 , 2 , 2 , 3 , 2 ,  1 ,3 ,4 ,3 ,3 ,3 ) .  

The decoding procedure need only put R into the matrix DM3.4(R), find the errors by 

checking these rows and columns, and remove the errors. The procedure of finding 
errors is demonstrated in the following. 

FromR, weknowthat  DM3,4(R)= 2 1 �9 

3 3  3 3 x  4 

By checking these parity-check bits, we find that the first row contains one error I, 
the second row contains one error 4, the third row contains one error 3, the first 
column contains one error 4, the third column contains one error 1, and the fourth 
column contains one error 3. It is clear that the error vector (assumed to be a BSE 5 (3, 

4) ) is (0, 0, 1, 0, 4, 0, 0, 0, 0, 0, 0, 3). Therefore, the errors can be found and 
removed. 

3 Campel lo  de Souza's  Scheme 

In this section, we introduce the private-key encryption proposed by J. and R.M. 
Campello de Souza. Their scheme is based on product codes introduced in the above 
section. 

Secret key: G is the generator matrix of a PC(n = (r + 1)(s + 1), k = r s ,  d ---4) 

over GF(q), S is a random kxk nonsingular matrix over GF(q), called the scrambling 
matrix, and P is an nxn permutation matrix. 

Encryption: Let the plaintext M be a q-ary k-tuple. That is, M = ( m~ ..... m k ), where 

m i ~ GF(q). The ciphertext C is calculated by the sender: 

C = (MSG + Ecr+l)(s+l).w)P, where E(r+l)Cs+l).w is a BSEq (r+l, s+l) of weight w. 
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Decrypt ion:  The receiver first calculates C '  = C P -l = M ' G  + E(r+l)(s+l),w, where M '  

= M S  and P- l  is the inverse of  P. Then the receiver removes the errors embedded in 

C '  to obtain M' .  At last, the receiver recovers M by computing M = M '  S-1. 

The encryption algorithm can be rewritten as C = ( M S G  + Et~+l)<,+,).w)P = M G '  + 

E '  where G '  = S G P  a n d  E '  (r+l)(s+l),w (r+l• = E(r+l• P .  T h e  matrix G '  can be 

found by a type of  attack called the Majority Voting Attack suggested in [7,9,14]. We 
state this attack in the following. The cryptanalyst chooses a plaintext of  the form M i 

with only one 1 in the ith position for i = 1 ..... k. He encrypts Mi a number of  times 

and obtains an estimate of  g i ,  the ith row of the matrix G ,  with a desired degree of  

certainty. Repeating this step for i = 1 ..... k gives G'.  Note that one who knows G '  

cannot recover M because E '  is the permuted verison of  E(r+D(s+l), w (r+l)(s+l),w 

The work factor for breaking this system is related with the number of  product 

codes. The total number of  the product codes P C ( n  = ( r + l ) ( s + l ) ,  k = r s ,  

d =4) is N C  = ( r + l ) . ( s + l ) . ( r . s ) ! .  With G '  = S G P ,  t h e  cryptanalyst must find, among 
all N C  matrices, one of  the (r+l)! . (s+l)!  matrices that can be used to decode the 
corrupted received words (ciphertext). This means that the work factor is the size of  
( r . s ) ! l ( r ! . s ! ) .  

4 Cryptanalysis of CDS Scheme 

In this section, we show that the errors embedded in the ciphertext can be removed 
without knowledge of  the permutation matrix P in CDS scheme. Thus M can be 
computed by M = C ( G ' ) q ,  where (G')q is the inverse of  G' .  Therefore, CDS scheme 
is not secure. 

Because C = M G '  + E '  ~r§215 and G '  can be known from the analysis in section 3, 

we can easily collect error patterns E '  <r+~)t,§ as follows. Given a pair of  plaintext 

and ciphertext, (M, C), an error pattern E '  Cr+l)C,+~),~ can be computed by E '  ~r§ 

= C - M G ' .  We assume that E(r+l)ts+l).w = < e l ,e  2, ..., el, ..., e n > and  E'(r+l)(s+D. w = 

< e I , e  2 , ..., e i , ..., e n >. Because E(~+~)ts§ = E '  (r§ where e is a permutation 

matrix, we write 

E(r+l)(s+l),w P = < e~,e  2, ..., e i ,  ..., e n > P 

= < er(l), er(2), ..., er(i), ..., er(n) > 

= < e~ , e 2 ..... e i ..... e n >, where x(.) is a one-to-one and onto function from { 1, 2, 

.... n } to itself. 
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We define the checking set of  e; '  is the set C S ( e  i '  ) = { e~' }u{ e j '  I er ,  ) and 

e~<j) are in the same row or same column of  DMr+l.s+l(Etr+l)t,+l).w) } and the 

complement of  the set CS(e~' ) is the set CS(e~')={ e j '  I e~<i) and er~j) are neither in 

the same row nor in the same column of  DMr+l,,+l(Etr+l)O+l),w) }. Note that each 

CS( e i ' ) has r+s+l  elements and each CS(e  i ')  has rs elements, i.e., ICS( e i ' )1 = r+s+l 

and I C S ( e i ' ) l  = rs. For an error pattern E'cr+l)~,+~).w = <e  I ,e 2 ..... ei ..... e n >, if 

e~' ;e0 and ej ;e0, we say that there exists a relation between e~ and ej It is clear 

that if e i ' ~-0 and e j '  ;e0, then e i ' ~ CS(e j  ') (i.e., e i ' ~ CS( e j '  )) and e j '  ~ CS(e  i ')  

(i.e., ej ~ CS(e~' )). Therefore, from an error pattern E '  ' (r+l)(s+l),w with weight w, we 

can obtain ( 2 )  - w(w-l____~) pairs of  relations between e i '  and e~ ' .  We assume that 
2 

each E '  <r+~)~s+~).w gives us at least one relation between ei' and ej . Because the 

total number of  relations is only ( r+l ) ( s+l )rs /2 ,  the expec ted  average number of  pairs 

(M, C) required to collect all  the sets CS(e~' ) ,  1< i .<.n, is about 

( ( r+l ) ( s+l ) r s /2 ) . log( ( r+l ) ( s+l ) r s /2 )  [18]. Once all the sets CS(ei '  ) are obtained, 

CS(e~' ) can be determined. In the following, we give an example to show the sets 

CS( e i ' ) and demonstrate how these sets can be used to remove the errors. 

Example 3: 

Let E(2+l)(3+l).w -- < e I , e 2 , ..., e i , ..., el2 > and hence 

el e 2 e 3 e4 ] 

DM3,4(E(2+l)(3+l),w) = e 5 e6 e7 e8 . 

Le9 elo el 1 el2 

Assume P is a permutation matrix such that 

E(2+l)(3+l),w P 

= <  e l , e  2 ..... e i ..... e n > P 

= < er( l) ,er(2) ,  . . . ,  er(i), ..., er(12 ) > 

= < es ,e6 ,e lo ,e2 ,e3 ,en ,e l ,e9 ,e4 ,en ,es ,e  7 > 

= < e l ' , e 2 ' , e 3 ' , e 4 ' , e s ' , e 6 ' , e 7 ' , e s ' , e 9 ' , e l o ' , e l l ' , e l 2 '  > 

We assume that the sets CS( e i ' ) 's  have been determined as follows: 

C S ( e l ' ) =  { e l '  , e  2 , e  9 ,e lo  , e l l  , e l 2 ' } ,  C S ( e 2 ' ) =  { e I , e2  , e  3 , e  4 , e l l  ,el2 }, 

C S (  e3 ' ) ={  e 2 , , e  3 ' , e 4 ' , e 6 ' , e a ' , e l O ' } , C S ( e 4 ' ) =  { e 2 . . . .  , e  3 , e  4 , e  5 , e 7 ' , e  9 ' } ,  
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CS( e 5 ' )={ e 4 ' ,  e 5 ' ,  e 6 ' ,  e 7 ' ,  e 9 ' ,  el2' }, CS( e 6 ' )=1 e 3 ', e 5' ,  e6', e 8 ', el0 ', el2' }, 

CS( eT')= { e4 ' ,es ' ,eT ' ,e8 ' ,eg ' ,e l l '  }, CS( e8')={ e3' ,e6' ,e7' ,eg' ,elo' ,el l '  }, 

CS( e 9')={ e I ' , e4', e 5',  e 7 ' ,  eg',  emo' }, CS( elo')={ e 1 ' , e3', e 6',  e 8', eg', elo' }, 

CS( ell ')={ e l '  , e 2',  e 7 ' ,  e s ' ,  ell ' ,  el2' }, CS( el2')={ e I ' ,  e2', e 5' ,  e6', ell ' ,  el2' }. 

It is clear that if CS(e i' )c~CS(e~')r CS(e i' ) n C S ( e j ' )  denotes the set of  

elements whose original positions in DM3.4(Et2+I)t3+I).w ) are in the same row (or 

column). By observing the set CS( e i ' )nCS(  e i '), we can find a parity-checking rule 

in the ciphertext C. Let C = ( q ,  c 2 ..... c n ). Therefore, we can check if there is any 

error embedded in those q with respect to the set CS( e i ' ) n C S ( e i ' ) .  For example, if 

CS( e l' )nCS(  e2')={ e I ' ,  e2', ell ' ,  el2' }, we can check if there is any error embedded 

in the set { c 1 ,c 2 ,ql,Cl2 } by checking whether the value of  q+C2+Cll+Cl2 (mod q) 

is 0. I f  Cl+C2+ql+q:=  0 (mode q), no error is embedded in the set 

{ q ,  c : ,  Cll, Cl: }. I f  C 1 + C 2 + Cll + C12 = a (mod q), where a ;~-0, there exists an error a 

embedded in the set { q,C2,Cl l ,q2  }. Note that the set { e l '  , e2 ' , e l l ' , e l2 '  } can be 

also obtained from any of  the following intersections: CS(e2 ' )nCS(e l l '  ), 

CS( ell' )nCS(  el2'), CS( e 1 ' )r ell' ), CS( e 2 ' )r e12' ), or CS( e I ' )nCS(  el2 '). 

By comparing all pairs of  CS( e i' ) and CS(ej ' ) ,  we can obtain other 6 parity- 

checking rules as follows: 

C4"1-C5"1"C7+C9 =0 (modq) ,  

c 3 + c 6 + c 8 + Cl0 = 0 (mod q), 

c 7 + c a + Ctl = 0 (mod q), 

c 2+c  3+c  4 = 0  (modq) ,  

c5 + c6 + q2 = 0 (mod q), 

q + c  9+clo = 0  (modq).  

By these parity-checking rules, the errors can be identified and removed without 
knowledge of  the permutation matrix P. Note that these parity-checking rules are 
equivalent to those in the product code with the generator matrix G. 

In Table 1, we show the number of  pairs (M, C) required to collect all sets CS( e i ' ) 

for different product codes, i.e., the work factor to break CDS system. The parameter 
q is not given because the value q don ' t  influence the values of  other parameters listed 
here. Note that larger q provodes longer plaintext and ciphertext (the information rate 
is unchanged), and more number of  biseparable errors which can be selected to be 
embedded in the ciphertext. 
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Table 1. Number of pairs required to collect all sets C S (  e i ' ) for different product codes 

r s n=(r+l ) ( s+l )  k=-rs Info. Rate. NC Work Factor (# of Pairs 
needed to collect all CS( e~' ) 

5 5 36 25 0.694 2 s9 2749 
6 6 49 36 0.735 2144 5982 
7 7 64 49 0.766 2215 11537 
8 8 181 64 0.790 2302 20374 
9 9 100 81 0.810 24~ 33641 
10 10 121 100 0.826 2532 52682 

5 A Modified Private-Key Cryptosystem Based on Product Codes 

From the cryptanalysis of CDS scheme in section 4, we know that the major weakness 
of CDS scheme is the knowledge of G'.  Therefore, the possible method to repair 
CDS scheme is to protect G'  from leakage. In the following, we propose a modified 
private-key cryptosystem based on product codes. Because the product codes work 
well in the congruence class modulo m where m is not a prime, we use a product code 
in the congruence class modulo 2' in our scheme. 

Secret key: G is the generator matrix of a PC(n  = ( r  + 1)(s + 1), k = r s ,  d =4) 

in the congruence class modulo m, where m = 2 t. S is a random binary (nt)x(kt) 

matrix, called the scrambling matrix, and P is an (nt)x (nt) permutation matrix. 

Encryption: Let the plaintext M be a binary kt-tuple. That is, M = ( m I ..... mkt ), 

where m i e GF(2). The ciphertext C is calculated by the sender: 

C = {[M @ (Er | G + E(r+l)(,+l).w }| where E(r+l)<s+l),w is a BSE m (r+l,  

s+l)  of weight w, l_<w_< rain (m-l, rain(r, s)). Here we use @ and | to denote the 
XOR operation and the matrix multiplication operation in GF(2), and + and �9 to 
denote the vector addition operation and the matrix multiplication operation in the 
congruence class modulo m. When ~ and | operations are executed, every bit is 
regarded as a number in GF(2). When + and �9 operations are executed, every t-bits is 
regarded as a number in the congruence class modulo m. 

Decryption: The receiver first calculates C' = C| p- l  = M' .  G + Eer+l)(s+l),w, where 

M'  = [M �9 (E(r+l)(s+l).w | and p-i  is the inverse of P. Secondly, by using the 

decoding algorithm of the product code G, the receiver can find and remove the error 
E~r+l)r embedded in C' to obtain M'. At last, the receiver recovers M by 

computing M '  �9 (E(r+l• w |  = M. 
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k /'s 
The information rate of this scheme is - . As an example, we use 

n ( r + l ) ( s + l )  

the following parameters to construct the system: t=-3, m=8, r=-6, s=6, n=49, and k=36. 
In this case, the length of the plaintext is 108 bits, the length of the ciphertext is 147 
bits, hence the information rate is about 0.735. The total number of possible codes 
which may be chosen is N C  = 49.(36!)=2144. Note that larger r and s in this scheme 
provide higher security and information rate. Basically, this scheme has the same 

parameters as those in CDS scheme except q =m= 2 t . Therefore some suggestions 
about r, s, n, k, the information rate, and the total number of product codes N C  are 
referred to Table 1. 

Security Analysis: 

Here we remind that the distributive law for the operations + and | doesn't  hold. 
That is (a+b)| ~ a|174 where + denotes the addition operation in the 
congruence class modulo m (m~2) and | denotes the multiplication operation in 
GF(2). As an example, let m=8, a=ll12=7s, b=1102=68, and c=1002. It is clear that 
(a+b)| mod 8) | = 1012 | = <1,0,1>| = 12 = 0012. 
However, a|174 =1112 | + 1102 | = <1,1,1>| + 
<1,1,0>| = 12 +12 (mod 8) = 0102. Thus (a+b)| ~: a|174 Note that this 
inequality still holds when a, b are vectors, and c is a matrix. Therefore, C = { [M 

(E(r+l)Cs+l),w| G + E(r+l)~s+l),w}| ~ [M ~ (E~r+l)~s+l),w| G|  + 

Etr+l)(s+l),w | On the other hand, the distributive law for the operations @ and �9 

doesn't hold, either. That is (a@b) �9 c ~ (a. c)@(b, c), where @ denotes the XOR 
operation and .  denotes the multiplication operation in the congruence class modulo m 
(m~2). As an example, let m=8, a=0112, b=-1102, and c=0112. It is clear that (a@b). c 
=1012 �9 0112 = 5 . 3  mod 8 = 7 = 1112. However, (a. c )~(b ,  c) = (01120112) | 
(11020112)= (3.3 mod 8) @(6.3 mod 8) = 0012 | Hence (a~b)  �9 c ~ (a. 
c )~(b ,  c). This inequality still holds when a, b are vectors, and c is a matrix. 

Therefore, [M~( E(r+l)(s+l).w | G ~ (M . G) �9 [( E(,+l)c,+l).w | G]. 

These properties of the operations suggest that the encryption function, C = { [M 

(E(r+l)(,.l).w | G + E(,+l)~,+l),~ }| is unable to be reduced to a simpler form. 

Especially, the encryption function cannot be rewritten in the form: C = F1 (M)+ 
F~.(E), where F1 and F2 are two mapping functions with inputs M (the plaintext) and 
E (the added error), respectively. It is remarked that an encryption function which 
can be reduced into this form may be insecure, especially, in the case when F1 is 
linear and the number of possible added errors is small. So far most algebraic-code 
cryptosystems as introduced in Section 1 belong to this type. These schemes are 
vulnerable to the chosen-plaintext attacks. 

Because it is difficult to distinguish the embedded error from the ciphertext and to 
reduce the encryption algorithm, our scheme is secure against the similar attacks used 
to attack CDS and other well-known private-key algebraic-code schemes. Further 
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research can be done on systematically analyzing the structure of this new scheme or 
finding efficient attacks on this scheme. 

6 Long-Key Problem 

All algebraic-code cryptosystems have the same problem that the used keys are too 
long. For example, McEliece's scheme [1] suggested the use of a (524x524) 
nonsingular matrix over GF(2), a (524x1024) generator matrix, and a (1024x1024) 
permutation matrix as keys. In the Rao-Nam scheme [6-7], a (64x64) nonsingular 
matrix over GF(2), a (64x72) generator matrix, and a (72x72) permutation matrix 
were suggested. If these matrices are used directly as keys, over 2x106 bits are 
required for each user in McEliece's scheme, and over 18x103 bits are needed for 
each pair of users in the Rao-Nam scheme. Fortunately, this problem can be solved. 
In [19,20], they proposed the use of a short sequence of bits (called seed-key or seed) 
to specify these matrices. 

In our scheme, the secret keys are the generator matrix G of a product code 
PC( n = ( r  + 1)(s + 1), k = r s ,  d ---4) in the congruence class modulo m where m 

= 2 t, a random binary (nt)x(kt)  matrix S, and an (nt)x (nt) permutation matrix P. If 
t=-3, m=8, r=-6, s=6, n=49, and k=36, then G is a 36x49 matrix (each entry has the 
length of 3-bits), S is a random binary 147x108 matrix, and P is a 147x147 
permutation matrix. Thus the total length of these used keys is over 42x103-bits. For 
the permutation matrix P, we can use a short seed-key to generate it, as suggested in 
[18,19]. For the random binary matrix S, we can use a random number generator with 
a short seed to generate nkt  2 random bits and put them into an (nt)x(kt)  matrix S. For 
the generator matrix G of the product code, we don't need to save it directly. All we 
need to know is the encoding rule of the product code. The encoding rule can be 
expressed into a matrix (not the generator matrix), as described in section 2. For 
example, 

I m2 Pl m4 m61 
P3 P6 P4 P5 

m5 P2 ml m3 3x4 

section 2. 

denotes the encoding rule of a product code introduced in 

We can use a short seed-key to specify the matrix as follows: 
(1) Use a few bits of the short seed-key to describe the information, (i, j), where the 
parity-check bits are located (assume these bits are located in the ith row and the j th  
column, for 1< i < r+l, 1 < j  < s+l). 

(2) Use the remaining bits to describe the positions of m i 's, for 1< i < rs. In fact, if 

we ignore the positions of the parity-check bits, the positions of m i ' s  can be mapped 

to a permutation. Therefore, we can specify the positions of m i ' s  by specifying the 

corresponding permutation matrix. 
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7 Conclusions 

In this paper, we analyze the security of CDS private-key cryptosystem, which is 
based on product codes. We show that this system is insecure against chosen- 
plaintext attacks, and propose a modified private-key cryptosystem based on product 
codes. Because of the difficulty to distinguish the embedded error from the ciphertext 
and to reduce the encryption algorithm, our scheme is secure against the chosen- 
plaintext attacks proposed to attack CDS and other well-known private-key algebraic- 
code schemes. 
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