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Abstract

Master Card and VisaCard use credit cards to
support a number of services, such as Masterphone
or Visaphone, which allow cardholders to make
phone calls from any telephone. However, these
services take little or no security precautions. A-
though SET protocol has defined a secure payment
method for card transactions over open networks, it
cannot fit in telephone systems. In this paper, we
propose a credit card-based payment scheme for
public switched telephone systems. The proposed
scheme can securely authenticate callers without
exposing their secret information on the telecom
munication networks. And the scheme also supports
anonymity of callers, that is, the telephone company
does not know who make these phone calls and the
credit card company does not know who are
callees.

1 Introduction’

Masterphone and Visaphone services allow
cardholders to make phone calls from any telephone
[3]. These services provide a convenient means for
making international long distance calls via cards for
tourists. To use overseas access or to make a
chargeable local cdl, it is common to call atoll free
service number and give the operator the caller s
card number, personal identification number, and the
callee’ s phone number. The call will be connected
after the verification of account details. Then the
cost of calls will be automatically debited the card
owner s account. This mechanism is practicable for
all telephones but burdensome for callers. Another
application is that the telephones with wipe readers
alow people to make calls using commercia credit
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cards as well as coins [5]. To make a call, the cus-
tomer wipes his/her credit card through the reader of
the phone, waits for authorization and then dials the
callee’ s number. Charges for these calls appear on
cardholders’ monthly statements from their card
company.

In today’ s credit card-based telecommunica-
tion services, the credit card numbers and personal
identification numbers are often transmitted from
cardholders to the telephone company over the
telephone line without security precautions. How-
ever, this information provides the key elements
needed to create counterfeit cards or fraudulent
telephone calls. Thus, they should not be exposed to
the telephone network system in plaintext form. The
goal of this paper isto propose a method for the au-
thentication of users without leaking users’ secret
information, such as the credit card numbers.

A simple credit card phone environment is
show in Figure 1. The authentication process takes
place between the caller and the credit card authen-
tication center (CCAC). CCAC is agateway to check
the authority of the caller. During the authentication
process, the telephone company authenticates a
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Figure 1: Credit card Phone System

caller only via CCAC and should not get both the
credit card numbers and personal identification
numbers. In addition, CCAC should not get the
caller slocation and the callee’ s phone number to
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Figure2: Thestatetransition of the proposed protocol

protect the privacy of the cardholder. Thus, the ano-
nymity of customers can be guaranteed.

After the authentication process, the tele-
phone company must get some evidences from
CCACand the caller. The evidenceisakind of digital
signature to prove the user has made phone calls.
The telephone company can charge the credit card
company the cost of calls by the evidences. Then
the credit card company will sends the hill to its
customers.

We proposed a secure credit card-based billing
schemes for the public switched telephone network
[17]. This scheme can authenticate callers via CCAC
and guarantee the confidentiality of callers’ secret
information. This scheme can be also applied to no-
bile telecommunication systems [1, 2, 7, 8, 14], such
as GSM [10]. But it has some disadvantages. 1) the
caller needs a hand held authentication card to cal-
culate the response for the authentication protocol, 2)
the telephone must support encryption/decryption
functions, and 3) this scheme needs 7 messages for
the authentication and 4 messages for each recon-
firmation to continue the conversation. The commu-
nication cost is heavy for networks which bandwidth
iscritical.

In this paper, we propose a new credit
card-based billing scheme for the public switched
telephone network. The credit card is a common IC
card. The caller only needs to insert the card to the
reader of telephone and dial the callee’ s phone
number. The authentication process is automatically
progressed by the card. Since the calculation of en-
cryption/decryption is performed in the IC card, the
telephone does not need any computation power
except supporting an extra card-reader. In addition,
our new scheme needs only 5 messages for the au-
thentication and 2 messages for each reconfirmation
to continue the conversation. This scheme is also
suitable for mobile telecommunication networks.

In our scheme, we also assume that the credit
card can authenticate the user directly, such as using
a persona identification number (PIN) shared be-
tween the card and its owner. And the public key
cryptosystem isused for the authentication between
the caller and the CCAC. The authentication protocol
uses the synchronized nonce scheme [16] to prevent
the messages from replay attacks. Since signing
documents with the private key cryptosystem is dif-
ficult, the public key cryptosystem is adopted to
generate the digital signature as the evidences of
calls. The public key cryptosystem also helps create
a secure communication conveniently via the tele-
phone network system.

Recently, Visa and MasterCard have jointly
developed the Secure Electronic Transaction (SET)
protocol as a secure payment method for card trans-
actions [15]. In SET specifications, a cardholder is
presented with an order form containing the list of
items, their prices, and a total price including ship-
ping, handling and taxes. The cardholder sends the
merchant a completed order, which is digitally signed
by cardholders who posses certificates. This method
cannot be adapted easily to the credit card-based
telephone service because a telephone charge can-
not be determined until the conversation is over.
After the telephone conversation, the caller may
evade or refuse to sign the bill. So, the signed mes-
sages must be acquired in the telephone conversa-
tion. To resolve the problem, we design a virtual
phone card scheme for our secure credit card-based
billing scheme. This scheme needs two messages for
each reconfirmation to continue the conversation.

In the paper, we will outline the credit
card-based telecommunication system environment
and propose a communication protocol in Section 2
and 3. The analysis for the proposed protocol will be
presented in Section 4. Finaly, we will give our con-
clusionsin Section 5.



2 Secure Credit Card Phone En-
vironment and Notations

As the credit card phone environment shown
in Figure 1, we assume that the caller is Alice and the
calleeisBob. The entire process can be divided into
four states shown in figure 2. When Alice makes a
call to Bob via the telephone network system with a
credit card, the telephone company will request the
CCAC whether or not she can make this call. The
challenge of the user authentication is how to guar-
antee the confidentiality of user’ s secret information,
such as the credit card number. If the CCAC author-
izes her to make the call to Bob, the telephone net-
work system will provide communication channel
between Alice and Bob.

Since a telephone charge cannot be determined
until the conversation is over, we use a periodic
payment scheme, called the virtual phone card (VPC)
scheme. In the scheme, CCAC must give the author-
ized caller a VPC for each call. Before the conversa-
tion, the caller must generate a communication evi-
dence from the VPC and give the telephone company
the evidence which will allow the conversation for a
predefined interval. At the ending of theinterval, the
telephone company should reconfirm whether the
caler would continue this conversation. If yes, the
telephone company will get another evidence from
the caller and continue supporting this communica-
tion channel. Otherwise, the communication line will
be broken. By these communication evidences, the
telephone company can get the telephone charge
from Alice’ s credit card account later. But the chal-
lenge of the periodic payment scheme is how to re-
duce the overhead of reconfirmation in order to keep
the smooth of communications.

For user authentication, we use a modified
challenge-response protocol. In general chal-
lenge-response protocol [12], the system gives the
user anonce (a challenge) and the user must return a
response based on this nonce and some secret
shared between the system and user. Then the sys-
tem can authenticate the user by checking if the re-
sponse is correct or not. The advantage of the
scheme is that the protocol does not use timestamps
to prevent messages from replay attacks. Thus, the
clock synchronization between the system and user
is unnecessary. This feature is useful for mobile IC
cards because it is difficult to synchronize both
clocks in CCAC and the IC card. But the disadvan-

tage is that the whole protocol needs more messages
than the protocols based on the timestamp scheme.

In our authentication protocol, we adopt the
synchronized nonce scheme to reduce the number of
messages needed in the challenge-response mode.
The IC card must previously share a synchronized
nonce (named as an authentication token) with
CCAC. While the authentication is needed, the IC
card directly generates the response with the token
and gives CCAC the response. If the response is
correct, CCAC gives the caller a VPC for this cal.
And anew authentication token is also sent to the IC
card for the next authentication. In this way, the
number of messages for the whole protocol will be
reduced. (The authentication protocol presented in
[17] needs 7 messages; the new scheme in this paper
needs only 5 messages.)

Sinceusers’ credit card numbers are sensitive
data, they should not be revealed as well as sent in
plaintext form to the telephone company. For this
reason, we also use the token to identify the caller
(IC card). Since each token is different, the telephone
company will not know who makes this phone call. In
addition, we assume that caller s IC card has the
public cryptosystem that support secure communi-
cation channels with CCAC and sign the evidences
for the conversation. In this way, the telephone
company can use evidences to charge users such
that the user cannot deny the calls he/she made.

The following notations are used in the de-
scription of our proposed protocol:

C: The credit card authentication center (CCAC)
which has a pairs of key (Pc, S¢), where P¢ is the
public key; & isthe secret key. Although CCAC is
just a part of the credit card company, for simplifi-
cation, we also use C to denote the whole com

pany.

T The caller s (Alice’ s) telephone which must
store the identity of its telephone company within
the machine. Besides, this telephone must also
support a card reader to access users’ IC cards.
Note that T, is also used as the identity of the
caler stelephonein the message.

T,: The cdlee’ s (Bob' s) telephone which is a
common telephone. T, also denotes the callee’ s
telephone number.

N: The telephone network system. Note that T,



should belong to the telephone company N, but T,
can belong to any company. As the usage of T,, N
is also used as the identity of the telephone cont
pany.

A: Alicg€ s credit card (IC card) which must sup-

port a public key cryptosystem and have a pair of
keys (Pa, Su), where P, is the public key; S, isthe

VC, = VPC and t; is the expiration time of VC;. N
collects these virtual coins as conversation evi-
dences to get the telephone charge from Alice' s
credit card account.

{message}K: An encrypted message which uses
K asthekey.

T N C LE

1: T3, T2.N, C, AT, {IDp, AT, N}Pc 2: N, tg, AT, { 1D, AT,N}Pc

VPC = {C, AT,N, tg}Sc

4. tO'tl'{IDA' ATy, VPC} Pa 3: { Pa, VPC,

{IDA, AT, VPC}PA}SC

5: VCq ={VPC, t1}Sp

_= = = = = = :(COHVe"S&tiOﬂ) _ = = == = == [

6: Reconfirmation, t1, to

7. VCy = {VC1,t2}Sp

Figure 3: Theefficient and secure credit card-based billing scheme

secret key.

3 The Secure Credit Card-based
Billing Scheme

IDA: Alice s credit card number. To guarantee
Alice sprivacy, ID4 should be known only by A

and C. The credit card-based billing scheme is shown as

Figure 3.

Step 1. Alice inserts her credit card A to the card
reader of T,. First, Alice dials her personal
identification number (PIN) to enable the
card. If PIN iscorrect, A will get the identity
of the telephone company N from T, and
generate the message Xy; ={ID,, AT, N} Pc.

AT: The authentication token of A. In the paper,
AT denotes the token which is stored in A or is
being used in the current call and AT,, denotes the
new token used for the next call.

VPC: The virtual phone card issued by C for this

phone call. This message is signed by C and de-
notes that C authorizes A to make the credit card
phone. C uses VPC to provefor N that A isalegal
credit card user, and to inform A that she is dlowed
to makethis call.

ti: Timestamps issued by N.

VC;: Thevirtual coinissued by A, andi =1, 2, ..,j.
The coin is based on the value VC,;; and t;, where

Then A will give T, the following data: the
identity of CCAC C, its authentication to-
ken AT, and the message X,,. Finally, Alice
dialsthecallee' stelephone number T,, and
T, sendsthe message (T, T», N, C, AT, Xy,)
to N.

Step 2: When the telephone network system N re-

ceives the message, it will verify if Cisale-
gal and contracted credit card company that
supports the service of credit card phone. If



Step 3:

yes, it will keep thedataT,, T,, C, and AT in
the database itself. Then N generates a
timestamp t, that denotes the startup time
for billing. And the message X2 = (N, to, AT,
X11), where X; wasreceived from Ty, is sent
to C.

The credit card authentication center C
uses its secret key S: to decrypt the mes-
sage Xi;. Then C knows the caller’ s credit
card number ID,, the authentication token
AT, and the telephone company N. Since
only C and A know the credit card number
ID, and the current token AT, C can dis-
tinguish whether the message is new and
generated for a phone call by A. If the veri-
fication is successful, the message Xy, is
not masqgueraded. N hence is the telephone
company which is chosen by the caller to
deliver thecall.

After the authentication, C makes sure
whether t, is within the valid interval or not.
If to is much larger or smaller than the local
clock inC, the message may be modified by
ahostile or masqueraded by N itself. C thus
discards the message and denies the -
guest for the phone call. Otherwise, C gen-
erates a virtual phone card VPC = {C, AT,
N, to} Sc for this phone call, and randomly
selects a new authentication token AT, for
A. To secretly transmit AT, to A, C uses
A’ spublic key to generate the message Xa;
={1Da, AT, VPC}P,. Then C sends N the
message Xz, = {Pa, VPC, X3} . Note that
A’ s public key P, is encapsulated in Xz,.
That is because N does rot know A’ s
credit card number and its public key.

Step 4: After receiving Xz, N usesC' s public key to

verify the message: P is used to decrypt
Xap to get Pa, VPC, and Xz. Pc is used
again to decrypt VPC to get four numbers:
C,AT ,N ,andt .If1) C and N' is
respectively equal to C and N, 2) AT is
equal to AT received from A in Step 2, and 3)
t' isequal to the timestamp t, that N itself
sent to C in Step 2 VPC is alega virtua
phone card. That is, C has authenticated
the caller as a legal credit card user and
permitted her to make the credit card phone.
Since VPC is trusted, P, is also trustwor-
thy.

Then N generates a new timestamp t; that
indicates the expiration time of the first

Step 5:

Step 6:

Step 7:

conversation interval. And N sends T, the
message X, that contains the startup time
to, the expiration time t;, and the message
Xal.

When T, receives X, it forwards the mes-
sageto the IC card A. A uses its secret key
to decrypt the ciphertext X3 and adopts the
same process mentioned in Step 4 to verify
whether VPC is legd. If VPC islegd, A
generates avirtual coin VC, as the first evi-
dence of the following conversation interval,
whereVC, ={VPC, t;} Sa.

While N receives VC,, it should use A’ s
public key P,, VPC, and t; to verify whether
the evidence is legal. If yes, it establishes
the communication channel between T, and
T,. The virtual coin should be collected to
charge the credit card company the cost of

callsinthefuture.

In advance, the telephone network system
N needs to negotiate a reconfirmation n-
terval with the credit card authentication
center C by a contract. If the conversation
between T, and T, is longer than the inter-
vd time, N should issues a reconfirmation
signal to T, periodically. The reconfirmation
message should contain the expiration time
of the next interval (t, in Figure 4).

When T, receives the reconfirmation mes-
sage, it forwards the message to A. Then A
will generate anew virtual coin VC, = {VC,,
t,} Sy and send it to N as the next conversa-
tion evidence.

N also needs to verify whether the evidence
is legal with A’ s public key P, t,, and the
old evidence VC,. If yes, the channel be-
tween T, and T, is kept for another time in-
terval. And the evidence VC, is saved.

Suppose VC; ={VC_, tj} S isthelast evidence.

The telephone company N sends C the message (N,

C, AT, to, tj, VPC, VC;) as ahill for the charge of this
call. When C gets this bill, the token AT and the
startup time t, are used as indices to search the cor-
responding credit card number 1D, and its public key
P. Then C verifiesthe virtual coin:

1) Decrypt VPC. Check if the content is equal to (C,
AT, N, to) or not.

2) Repeatedly decrypt the virtual coin VC; for j
timesto get theresult (VPC' , t;). Check if VPC’
isequal toVPC or not.

3) Check if the time list (to, ty, .., t;) computed from



the above step is valid (the sequence should be
monotonically increased and the interval should
be equal to the predefined value).
If it is correct, C has to pay this call. The charge of
this call will appear on the caller Alice’ s monthly
credit card statements.

In addition to the public switched telephone
networks, this billing scheme can be also applied to
mobile telecommunication systems, such as GSM. It
is essential to the convenience of calling. No matter
where a caller is, he can borrow a handset nearby to
make a phone call. Owner of the handset will not be
responsible for the charge of this call. The expense
of calls will be charged to the caller s credit card
account.

4 Protocol Analysis

Since in telephone systems, we cannot guar-
antee the caller isin a secure environment. Thus, it is
very important to protect callers’ privacy and guar-
antee that the telephone company can charge the
money for the phone calls it served. The proposed
scheme can not only support the authentication of
callers to guarantee they will pay for these calls via
their credit card accounts, but also has three impor-
tant features:

1) Confidentiality. In the protocol, all sensitive data
is encrypted with the receiver’ s public key, and
only the desired receiver can decrypt and share
the information. Consequently, we can make sure
that the credit card number 1D, is never dis-
closed and shared only by the credit card A and
CCAC C. With this shared secret, nobody can
forge X11, and C can verify if the request is is-
sued by A. Note that the new token AT, is aso
kept secret in Step 3 and 4. If the token is trans-
mitted in the plaintext form, it is possible to be
hostilely modified. Both valuesof AT,inC and A
will be different, so the authentication for the
next phone call will fail.

2) Anonymity. Since A and C do not expose the
credit card number 1D, in messages, the tele-
phone company does not know who make the
phonecall. In addition, T, and T, are known only
by N, the credit card company cannot use these
information to trace where its customer made the
cal and know who is the callee. The personal
privacy is protected. Of course, if there exists an
argument about the bill, C and N can cooperate

to disclose the details of the phone calls, such as
[Da, Ty, T2, and to.

3) Efficient reconfirmation. The proposed protocol
adopts a periodic payment scheme to resolve the
problem that the caller may repudiate he/she
made a call. A phone call consists of many con-
versation intervals. At the ending of an interval,
N must reconfirm whether the caller will continue
the conversation. If yes, the caller must give N a
‘ coin’ to buy the next conversation interval. As
the reconfirmation phase needs only two mes-
sages shown in Section 3, the time spending for
the reconfirmationis very short.

The virtual coin (see Step 7 in Section 4) is based
on the previous coin or the virtual phone card
VPC, and signed by the caler himself. VPC is
signed by the credit card company C and verified
by Nin Step 4 and by A in Step 5. Thus, with the
virtual coins and the corresponding VPC, neither
the caller nor C can repudiate that the phone call
was made. Since N can drop all coins except the
last one VC; to charge the phone call, the space
for recording a phone call is aso very small.

Therefore, the proposed payment scheme is effi-
cient and practical for the phone service, even
the period of the reconfirmation is short.

There are four kinds of assailant in the system:
outsiders, the caller, the credit card company C and
the telephone company. Anyone, who wants to make
a toll-free call, he/she should generate a victim Al-
ice’ s credit number 1D, and the authentication to-
ken AT to generate the message Xy; and to imper-
sonate Alice. Since our protocol guarantees the con-
fidentiality of all sensitive data, such as ID, and AT,
impersonating a victim to make a phone call is diffi-
cult except that he/she conspires with the credit card
company.

But, in the payment system, C must be trust-
ful and impartial. If a caller conspires with the credit
card company, the caller can impersonate a victim
and cheat the telephone network system N. In this
way, the telephone company will believe a forged
evidence and bill the victim. Consequently, C can
collect the payment from a victim s account. The
fraud hurts customers’ interest. Therefore, CCAC
must be impartial and trustful. Furthermore, since the
telephone company does not have the credit card
authentication center C' s secret key Sc and the
caller s secret key S,, it cannot produce a forge
evidence.



5 Conclusions

Since the credit card does not have the limita-
tion of many physical mechanisms, everyone can
register more than one credit card number. The use
of credit card to pay the charge of services is very
convenient. In this paper, we propose a secure pay-
ment scheme for public switched telephone networks
with which the expense of calls will be charged from
the cardholder’ s account. This protocol is also suit-
able for mobile telecommunication networks, such as
GSM. The proposed protocol spends five messages
to authenticate the caller. A telephone company,
through these messages, can distinguish whether
the caller is a legal cardholder and the credit card
account is chargeable. Furthermore, we design a
periodic payment scheme which requires only two
messages to reconfirm the next conversation interval.
Thus the protocol is very efficient and practical. Be-
sides, the protocol also guarantees the confidential-
ity of sensitive data transmitted in the telecommuni-
cation networks. Finally, the protocol can guarantee
the anonymity of the caller. Thus the telephone
company does not know the caller' s credit card
number, and the credit card company does not know
both where the caller is and who the calleeis.
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