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Abstract

In this paper, we propose a network architecture with RFIDs and sensor nodes (ARIES), a
mutual authentication protocol (AMULET), and a secret search protocol (ASSART). In ARIES,
the distance limitation can be relieved with the help of widely deployed RFID-aware sensor
nodes. AMULET can perform mutual authentication and reduce the cost for re-authentication.
ASSART solves the privacy problem by offering a secret search mechanism over encrypted
data. In this way, data will not be disclosed during communication and query processes.

Keywords: RFID, Wireless Sensor Networks, Authentication, Privacy, Secret Search

1. Introduction

To search unencrypted data in a conventional remote database is relatively easy, but it
leads to a problem that these searching queries may leak private information during
transmission. One possible solution to prevent data leaking is to encrypt original data and put
encrypted data in remote database. However, encryption causes problems when performing
queries.

In a network composed of wireless sensor nodes and RFIDs, encryption is almost
unaffordable. How to re-design encryption schemes is a challenging task. In these
environments, the collaboration of sensor nodes and tags can form a dynamic, distributed
database, where each sensor node contains a tiny database, and each element of the database
is composed of data stored in RFIDs. Since sensor nodes are widely deployed, they form a
group of distinctive databases. To solve security problems mentioned above, a simple way is
to encrypt and store data in each database. However, it raises the secret searching problem
when authorized readers want to search a specific target in encrypted form.

With highly constrained computation capability and storage, Weis et al.[11] suggest a
randomized lock protocol for private authentication. However, their scheme is neither private
nor secure against passive eavesdroppers. Wagner et al. [3] propose a PRF-based private
authentication protocol to improve Weis’s protocol. However, in both protocols, the tag needs
to be re-authenticated even it has been authenticated by one authorized reader beforehand.
This is computationally waste and unnecessary.

One acute secret search problem occurs when data is encrypted and stored in tags.
Though data security can be attained, data cannot retrieved by performing search queries
merely by plaintexts [1]. Many researchers have investigated secret search over encrypted
problem when using an untrusted file server or external untrusted memory [7]. One of the
premier research works [2] provides secret search in the sense that the untrusted servers
cannot learn anything about the plaintext when only given the ciphertext. In their scheme,
data needs to be encrypted beforehand with complex encryption operations. This is
unavailable for both tags and sensors. Therefore, this scheme is not well-suitable for RFID
applications. Another secret search solution is to support searching over encrypted data by
using multi-party computation and oblivious functions [5][9]. This solution requires high
computation overhead, and therefore is not applicable in sensor architecture.

Our contributions are threefold. First, we propose an architecture of RFIDs and



RFID-aware sensor networks (ARIES). Second, we design a mutual authentication protocol
(AMULET), which is feasible for RFIDs and sensor nodes. Third, a secret search protocol
(ASSART) is proposed for readers to search secret over private data in an encrypted form.

The remainder of this paper is organized as follows. Section 2 introduces our proposed
architecture of RFID and sensor networks. Also, a mutual authentication protocol for readers
and tags (AMULET) is proposed to prevent passive eavesdropping. In section 3, a secret
search protocol (ASSART) is proposed to query encrypted data. No private data will be
leaked during wireless transmission. Section 4 gives proofs to our proposed schemes, and
section 5 concludes our work.

2. ARIES

To solve distance limitation problem, we propose an ARchitecture of RFIDs and
RFID-aware sEnsor networkS (ARIES). Sensor nodes can read data on tags as a bridge
between readers and tags. In this architecture, every target can be traced even they are located
far away from readers; therefore, finding misplaced targets, such as books, can be solved.

A RFID-reader is a device can perform read, write or overwrite operations on RFID tags
through wireless interface. All readers share a database storing all authorized IDs. The readers
share a unique secret key s with each tag, and s is saved in both tag and the database shared
by readers. That is, readers save all pairs of (s,ID) in the shared database, and each tag save

its individual secret key s. Each reader also saves an unique encryption key EK,; to encrypt
data and no other devices know this key. Since EK, is privately saved, it can be used to

verify the ownership of encrypted data.

A tag is a small, thin, readable, and writeable device which can store limited data. One
restriction of tags is that each tag has only limited computation capability. Computation
intensive operations, such as encryption, are inadequate for tags.

To reduce the effort for building secure channels between readers and sensor nodes, tags
save two secret keys. One key is used to build secure channel with readers, the other is used to
build secure channel with sensor nodes.

A RFID-aware sensor node is a tiny device capable of detecting RFID tags. It has a
RFID-aware sensor, and uses a transceiver and a receiver to communicate with readers and
tags through wireless interface. Sensor nodes are cheap and can be widely dispersed. Each
sensor saves two secret keys shared with readers and tags.

To prevent replay attacks, we assume that each reader and sensor node has a
synchronized timer. Therefore, re-authentication processes can use the timer to verify whether
current re-authentication process is expired or not. The synchronization does not need to
perform frequently because authentication may not operate constantly. Loosely
time-synchronization would be secure enough for authentication. Since much research has
investigated on time synchronization [6][9], we do not intend to spend time on this issue.

One restriction needs to solve is distance limitation. Since readers cannot be widely
deployed, sensor nodes can make up for this need. We assume that every sensor can
multihopped to authorized readers and every sensor node has a secret key SR shared with
readers. With SR, readers and sensor nodes can maintain secure communication. We do not
intend to introduce the security algorithm between readers and sensors. Instead, we merely
indicate that the channel between readers and sensor nodes are secure by storing shared secret
keys or pre-distributing verifiable key pairs [8].
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Figure 1: ARIES architecture.

Figure 1 shows ARIES architecture of using RFID and sensor wireless sensor networks. In
the architecture, sensor nodes can collect data stored on tags, and as a whole can be viewed as
a distributed database with tiny databases. Each attribute of the distributed database represents
characteristics of the target. As an example, the distributed tiny database can be represented as
following table (Table 1):

Target 1D Sensor ID Attrl Attr2 | e Attr N

1D, Sensor A | Ar(A) PIY) R p— Attr(An)

D, Sensor A | Attr(AD) PYICv N — Attr (An)

D, Sensor B | Attr(BI) PN (:7) N — Attr(Bn)

‘ D, ‘ Sensor K‘ Attr(K1) ‘ Attr(K2) ‘ ~~~~~~~~~~~~ ‘ Attr(Kn) ‘

Table 1: An example of the distributed tiny database.

2.1AMULET

Authentication is the first necessary process to build trust relationship between readers
and tags. Because the communication between reader and tag is wireless, there is a possibility
for attackers to eavesdrop the transmitted data, including password. Much research has shown
that the RFID communication is an asymmetry in signal strength. That is, it will be much
easier for attackers to eavesdrop on signals from reader to tag than on data from tag to reader.
With this property, we propose A MUtualL authEntication proTocol for readers and tags
(AMULET) to enhance passwords wireless communication between RFID tags and readers.

At setup time, we give each tag a unique secret s and identification ID, and the reader
has a database D storing all pairs of (s,ID). As the protocol shown in Figure 2, AMULET

involves the following steps:

1. The reader chooses a random number R, €{0,1}", current time T,, and calculates
f (R, T,). All R, T, and f (R, T,) are then sent to the tag, including a Hello bit to
indicate the beginning of the authentication process.

2. When the tag receives a Hello packet, it chooses a random number R, €{0,}", current
time T,, and calculates «=ID® f (R;,R,,T,). f, is a pseudo random function (PRF).
The R,, T, and « are then sent back to the reader. The tag also saves one copy of R,
and T, in its storage.

3. Whenever the reader receives R, , T, and « , firstly it checks whether
ID=a® f,(R,,R,,T,) ornot. If the condition is satisfied and T, >T,, it then picks current
time T, , calculates g=ID® f,(R,R,,(T,ow —T,)) and sends both T, , and 2B
together to the tag along with an Ack bit indicating the acknowledgement. Meanwhile, the
reader updates original (s,ID) pairto (s,ID,R,,T,).

4. The tag then verify it by checking ID=4g® f,(R,R,,T,) and f (R, R,,(Toow—To). If
both conditions are satisfied, the authentication succeeds.

Since it is harder to eavesdrop on the channel from tag to reader than from the reader to



tag, AMULET can provide security against passive eavesdropping on the reader-to-tag link.

A common attack to authentication protocols is man-in-the-middle attack. AMULET
has the nature to resist such an attack. In AMULET, the reader will send a random number R,
to the tag. Then the tag chooses R,e{01}" and current time T, ; calculates
a=1D@® f,(R,,R,,T,) ; send them all back to the reader. If an attacker tries to perform
man-in-the-middle attack, he can eavesdropon R, R,, T;, T, and a=ID® f(R,,R,.,T,).
However, since the attacker does not know the secret key s, he can not modify f,(R,,R,,T,).

Therefore, man-in-the-middle attacks will not success. Therefore, our protocol can provide
security against man-in-the-middle attacks. We will formally prove this property in section 4.
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Figure 2: AMULET architecture.
Whenever a reader wants to send commands to authenticated tag, the authentication
process does not need to rerun again. After authentication process, reader’s database will
update original (s,ID) pair to (s,ID,R,,T,). As shown in Figure 3, the authenticated

command can be verified by the following two steps:
1. A new reader can query the database and retrieve (s,1D,R,,T,). When a reader retrieves

(s,ID,R,,T,) instead of (s,ID), it then knows that the tag with this ID is authenticated by
another reader before. As a result, it chooses a random number R, e{0,}", current time
T, and calculates p'=ID® f,(R/,R,,T,,w —T,). The reader then sends its command
Cmd’ along with R] and g’ to the tag.

2. When the tag receives Cmd’, R/ and g, it checks if ID=/"® f,(R{,R,,(Toow —T2))
and f (R,,R,,(T,,, —T,))=8"®ID. If both conditions are satisfied, then the tag can
execute Cmd’. Otherwise, the tag drops it directly.

DataBase RFID - readel

T
Targetl - °

(S.ID,R,,T,)
Cmd", Ty, RI, A= 1D @ f, (R}, Ry, (Toou = T2))

Figure 3: Commands verification without re-authentication process.
In this way, the re-authentication cost can be reduced. Also, replay attacks can be solved by
checking whether T, is expired and f,(R/,R,,(T,. —T,)) IS sustained or not. Therefore,

both man-in-the-middle attacks and replay attacks cannot succeed.

3. ASSART

To maintain data privacy, one approach is to encrypt all attributes so that attackers cannot
decrypt it and get that data. However, traditional cryptographic encryption is not feasible in
tags and sensor nodes because their computation capability is limited. Moreover, it is hard to
search on encrypted data. To solve the problem, we propose A Secret SeARch proTocol
(ASSART). ASSART saves original data into a secret form, and allow authorized readers to
search secret data on tags so that no private information will be disclosed during transmission
Or query processes.



Basically each tag can store data related to the target. Each characteristic of the target
corresponds to an attribute of the target. As an example, a tag attached to a book may store the
book ID, book title, authors, check-in and check-out time, borrower IDs, etc. Therefore, the
status of a target can be formally described as B = (Attrl, Attr2,---AttrN), where N is the
number of attributes. Some attributes are personal privacy and should not be exposed to
unauthorized readers or attackers.

As shown in Figure 4, ASSART involves the following steps:
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Figure 4: ASSART operations for attribute K.

1. For an attribute Attrk , the reader first generates H'(s,R,) by iteratively hashing
(s,R,) for K times, where K indicates the number of sequential order of AttrK .

2. The reader generates H" (EK,) by iteratively hashing EK; for K times.
The reader calculates f,(N,R,,H"(s,R,)) and concatenates it with N. Let
A=N, f,(N,R,,H“(s,R,)).

4. The transformed attribute Atir'K = AttrkK ® H"(EK,)® 4. The reader then overwrites
Attrk by Attr'’K .

Figure 5: ASSART operations.
After every attribute is overwritten, attackers will learn nothing from the encrypted data
even they have readers. Since K is different in all attributes, each attribute generates different .

With different H"(s,R,), even if some attribute values happen to be the same, it will
generate different encrypted attribute values. This will keep attributes private and secure.
Figure 5 shows the overview of ASSART operations.

For authorized readers, whenever a transformed attribute Attr'K is given, they can
inversely-transform it to AttrK by computing:

AttrkK = AttrK @ H* (EK,) ® N, f,(N,R,,H (s,R,)).
Since authorized readers can retrieve (S,R,) from the database, they can easily calculate
Attrk  without exposing sensitive and private data during wireless transformation.

A major contribution of ASSART is that it can maintain the rest of attributes private, even
if some attributes are compromised. Since f.(N,R,,H"(s,R,)) varies according to different
K, Attr'(K +1) = Attr(K +1) ® H " (EK,)® (N, f,(N,R,,H"*"(s,R,))) will remain secure even
when . (N,R,,H¥(s,R,)) is compromised. This will keep the rest of attributes
uncompromised.

For searching an attribute AttrK in a sensor node, the RFID-reader does not send
AttrK in plaintext during query process. Instead, the RFID-reader broadcasts
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Attrk ® HX(EK,) to all sensor nodes. Then each sensor node calculates Attr'K by
Attr'’K = AttrkK @ H* (EK;) ® N, f,(N,R,,H"(s,R,)) with its own s, R, and all K's. The
reason why each sensor node needs to calculate Attr'K with all K's is because the sensor
node does not know what K exactly is. If any sensor node finds the Attr'’K , it returns Attr'’K ,
K =1.2,---n, to the RFID-reader. Since data are encrypted, data secrecy and privacy can be
attained during transmission processes.

4. Security Analysis

In this section, we first show AMULET is secure under man-in-the-middle attacks.
Second, security analysis in terms of the resources needed to break the secret search protocol
is discussed.

We classify man-in-the-middle attacks into three types. Type-1 attack modifies R, only,
type-2 attack modifies R, only, and type-3 attack modifies R,, R,, and «. We will show
that these three types of attacks cannot work in our authentication protocol. Before we start
our proof, several definitions and theorems is given below.

Def 1: (Instance) Since the status B of a target is composed of the target’s ID and
attributes, B can be formally described as B = (IDg, Attrl, Attr2,--- AttrN) . An instance X IS
defined as Xy =(Attrl, Attr2,---, AttrN) , and a verification function V, is defined as

V, (Xg) =3 Attri .
i=1l

Def 2: (Distinguishable) Two instances of a target are distinguishable if they are different
in any attributes.
Def 3: (R-Breakable) Let an instance Xg =(Attrl, Attr2,---, AttrN) If X, can be

derived from R (R < N) attributes, then it is R-Breakable. Under the same condition, a system
is R-Breakable if it needs R resources to break the system.
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Figure 6: Type-1, Type-2 and Type-3 man-in-the-middle attacks (left to right)
Type-1 attacker, shown in Figure 6, eavesdrops on R,, generates a false value R, and

delivers it to the tag. The tag then uses R, to generate a«=ID®f (R/,R,,T,) and transmits
R,, T, and « back to the reader. Since R, #R;, the reader will find that
f.(R,,R,,T,) = f,(R,R,,T,) . Therefore the readers can prevent type-1 man-in-the-middle

attacks.
Type-2 attacker eavesdrops on R,, generates a false value R,, and transmits R, and

a back to the reader. Since R, #R,, the reader will find that f,(R;,R,,T,) # f,(R[,R,,T,).

Therefore the readers can prevent type-2 man-in-the-middle attacks.
Type-3 attacker generates false R/, R,, and «' back to the reader and the tag

separately. Since s is kept in secret, the reader will find that f (R;,R,.,T,) = f (R/,R,,T,)

and ID = ID". Therefore, type-3 man-in-the-middle attacks will fails.
For ASSART protocol, we will prove their security strength in terms of the secrecy of
attributes.  In ASSART, the Attr'K can be calculated by the following equation

Attr'K = Attrk @ H (EK;) ® (N, f,(N,R,,H (s, R,))) (Eg. 1)
Theorem 1 proves that it takes both s and R, to compromise Attr'K .
Theorem 1: Let T = f,(N,R,,H*(s,R,)). T is (s,R,)-breakable.

* R 4R



Proof: Since N and K may be eavesdropped by attackers, only s and R, are kept secret.
Therefore, attackers need to compromise both s and R, to compromise T. Therefore T is
(s,R,) -breakable.

To evaluate the security strength of a system, an approach is to verify the number of
resources needed to compromise the system. It is shown in the theorem that it needs both s
and R, tocompromise an attribute.

An instance is a collection of all attributes of a tag. The security strength of an instance is
defined as the number of attributes needed to be compromised. As more attributes are
distinguishable, higher security level can be attained.

Theorem 2: For all Attr'l, Attr'J , where 1 =J and X is an instance composed of Attr'l and

Attr' , X =V (Attr'l,Attr'J) . There does not exist Attr"l, Attr"J , such that
V; (Attr'l, Attr'd) =V, (Attr"l, Attr"J)

Proof: Let Attrl and AttrJ are two original attributes and 1>J. Attr'l and Attr'J are
transformed attributes, and X =V, (Attr'l, Attr'J) . If the attacker generates Attr"l and Attr"J,
we will prove that it cannot satisfies X =V, (Attr"l + Attr"J).

Since X =V, (Attr'l + Attr'd), therefore

X =(Attrl®H' (EK) ®(N, f,(N,R,(H' (s,R,)))+ (AttrJ®H’ (EK ) ®(N, f,(N,R,(H’ (s,R,)))).
One major property in our data transformation protocol is that Attrl can be used to
authenticate AttrJ by checking following equation.
H'(s,R,)=H""(H'(s,R,)) (Eq. 2)

Therefore if attacker generate Attr’l and Attr"J , H'(s,R,) and H’(s,R,) can be
calculated by the following two equations.

Attr’l @ Attrl =N, f,(N,R,,H'(s,R,) (Eq. 3)

Attr") @ Attrd =N, f,(N,R,,H” (s,R,) (Eq. 4)
Sincesand R, are kept secret only between authorized readers and tags, the attackers cannot
generate false H'(s,R,) and H’(s,R,). Therefore, two attributes are distinguishable.

Since any two attributes are distinguishable, even attackers can generate different
attributes, the attackers cannot cheat readers.

Next, we will show that an instance of a target B is N-breakable and distinguishable,
where N is the number of attributes of B.

Theorem 3: Let Vf(B)ziAttri=Attr’1+Attr’2+~--+Attr’N . B is N-breakable and
i=0

distinguishable.
Proof: Let B=(Attrl Attr2,---,AttrN) and B’ be the data after transformation and

B’ = (Attr'l, Attr'2,---, Attr'N)) . We prove N-breakable property of an instance by induction.

Let N = 2. According to theorem 2, it is show that B is 2-breakable.
Suppose when N=P, B is P-breakable. We want to prove B is P-breakable when N=P+1.
Without lost of generosity, we assume that B = (Attrl, Attr2,---, AttrN) and B is P-breakable.

Without lost of generosity, let B, =(Attrl, Attr2,---, AttrN, AttrN +1) . From theorem 2, we
know that every two attributes are distinguishable. Therefore, AttrN +1 and AttrM are
distinguishable for M=12,--N by verifying H"*(s,R,) and
H!(s,R,),H?(s,R,),---,H" (s,R,) respectively. Since all N+1 attributes are distinguishable, it

is proved that an instance of a target is N-breakable.
If the new attribute AttrK is inserted between Attrl to AttrN, AttrK can be verified



by both its previous attribute Attr(K-1) and it following attributes AttrK +1 by the
following equations:

H(H Kil(Ssz)): HK(Ssz) (Eq- 5)

H(HK(SaRz)): HKH(S’Rz) (Eq. 6)
If both eq.5 and eq.6 are satisfied, the added attributed AttrK is valid. Otherwise, AttrK is
invalid and should be discarded.

Theorem 3 indicates that attackers need to compromise all attributes to cheat readers. If
only a portion of attributes are compromised, still the reader can verity it.

5. Conclusion

In this paper, we present an AREIS architecture to solve the distance limitation problem
in RFID applications. Targets at a distance still can be monitored with the assistance of
RFID-aware sensor nodes. An authentication protocol, AMULET, is also proposed to mutually
authenticate readers and tags. AMULET can resist man-in-the-middle attacks and reduce
re-authentication overhead. Finally we propose an search protocol, ASSART, to search on
secret data. Information will not be disclosed during the search process. ASSART uses a key
chain to improve data security. Even if some attributes are compromised; the rest of attributes
are still kept in private.
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