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Abstract—Ad hoc routing protocols are vulnerable due to the
absence of security mechanisms, allowing attacks such as forged
routing advertisements to disrupt the routing scheme. Research
work has been proposed for securing the routing protocol in ad
hoc networks; however, solutions that utilize asymmetric
cryptographic primitives are often infeasible in a constrained
mobile environment. In this paper, we discover a strict,
cooperative disruption attack on the route path and identify the
deficiency of present security mechanisms for protecting
routing information. We then propose a path authentication
scheme which relies on efficient symmetric cryptographic
primitives. The Random Assignment Path Authentication
(RAPA) scheme guarantees the integrity of a complete request
route path in the route discovery procedure and helps the
current on-demand routing protocol in resisting routing
disruption attacks.

I. INTRODUCTION

AD HOC wireless networks are adaptive and do not have a
predefined infrastructure; therefore, they do not require
additional fixed devices, such as base stations or routers. Any
two devices on the network can directly communicate if they
are both within radio transmission range. In general, an ad
hoc network consists of several participants, each of whom
may play the role of an intermediate node and forward
packets on behalf of others.

The design of a routing protocol must meet several
challenging factors, such as high mobility in a dynamically
changing topology, low computational power devices, etc.
Thus, the routing protocol should take efficiency and low cost
features into consideration. A proactive routing protocol
requires periodic updates of its routing table, causing constant
operational or bandwidth overhead. In contrast, a reactive
routing protocol is more feasible for the wireless environment
because it initiates the route discovery process only when it
cannot find a route during data transmission.
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A secure routing protocol is even more challenging to
design since each host can forward packets for others.
Attackers can forge routing information to create an infinite
routing loop. Malicious nodes may also create a black hole by
attracting packets in its vicinity and dropping them. A gray
hole is a special case of the black hole attack in which the
attacker selectively drops packets. The above attacks can be
detected by some probe mechanisms [4].

In this paper, we focus on routing disruption attacks
whereby intermediate nodes along the route path flood
fabricated routing control messages to dominate the
forwarding resources [24] or modify routing messages to
poison the route cache. We introduce a cooperative attack
behavior and identify the inadequacies of current secure
on-demand routing protocols. Based on a secure on-demand
routing protocol, we propose an efficient path authentication
scheme which addresses the routing disruption behavior
under the cooperative attack model. In addition, our scheme
provides flexibility for higher efficiency or security by fine
tuning the authentication cost and security level.
Furthermore, we suggest a basic strategy with the ability to
locate and isolate malicious nodes.

The remainder of this paper will be presented as follows:
we introduce the path authentication mechanism in section II
and provide a security and cost analysis in section III.

II. PROPOSED SCHEME

We propose a path authentication mechanism, Random
Assignment Path Authentication (RAPA), with the flexibility
of trading performance for enhanced security. Its
non-repudiation feature allows it to resist a blackmail attack,
whereby a malicious node deliberately incriminates a normal
node. We will demonstrate a method to isolate a malicious
node that attempts to modify the routing information.

A. Security Assumptions

We assume the underlying data link layer provides reliable
bidirectional transmission. Each transmission is received by
all neighbors, whom operate in promiscuous mode. Although
the physical transmission medium in ad hoc networks has a
fundamental Denial-of-Service vulnerability, such as
jamming attack, we exclude this from our work. We also do
not address attacks in the Medium Access Control layer.

In addition, we assume the pre-distribution of the
necessary public keys for broadcast authentication through
techniques [9] outside the scope of this work. Furthermore,
the initiator and target node are assumed to be trusted without
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loss of generality.

B. Random Assignment Path Authentication (RAPA)

To defend against the cooperative-n attack model, RAPA
extends RAP [24] as a general secure routing component by
utilizing HORS [13], an efficient authentication mechanism.
For convenience, RAPA will focus on the behavior of
delivering the Route Request message in the secure Neighbor
Detection protocol of RAP. In designing a secure approach to
forward Route Request messages, our scheme satisfies two
main characteristics: the forwarder must (1) authenticate the
initiator of a Route Request and (2) confirm the correctness of
a Route Request’s source route field. Specifically, the
forwarder must verify that each entity in the source route field
did indeed deliver this Route Request. Before passing on the
Route Request, the forwarder should sign the source route
field. Instead of appending the full signature, however, we
can lower the cost of generation and verification using
evidence. Fig. 1 illustrates the basic flow process of a
forwarder in RAPA.

Receive
Route Request

Verify
initiator
field

Invalid-

Discard

|
Vaid Route Request

Verify
source route
field

Invalid-

i Expose
Vi"d ( Malicious Node )
Append signature
and forward

Route Request

Fig. 1. Flow process of a forwarder.

Our scheme provides the initiator with the ability to adjust
the security level of the Route Request path. A higher security
level reduces the possibility of an attacker injecting bogus
routing information into the Route Request message;
however, it will degrade the routing performance. We suggest
a strategy that raises the security level when construction of
an authentication route path is in doubt. Fig. 2 depicts the
decision process of an initiator in selecting a security level.

C. Notations
We use the following notation:

® S denotes a source (initiator) node

® D denotes a destination (target) node

® A->B [M]: node A sends message M to node B
® A->*[M]: node A broadcasts message M

Generate Random
Number Set

v
Forward Route
Request and

Adjust authentication

trigger route ; W Igvel
discovery timer (discovery_Timeout)
A
Check if
discovery timer Yes

times out

No
v

Reset security level
(discovery_Success)

Fig. 2. Flow process of an initiator.

® A [HM)]
message M
® <> : An empty data field or data message list

® SKu(*R) : A’s private slices indexes by a random
set R

® X, : node i’s signature
® (;:node i’s path signature assigned by initiator

R .

® <—— : Random Generation Process
s .

® <—— : Signature Process

D. RAPA Protocol Description

In this section, we detail the structure of a Route Request
and Route Reply message.

A Route Request in RAPA contains eight primary fields:
Route Request, initiator, target, assigned random list,
initiator’s signature, source route, path authenticator list,
and forwarder’s signature. The initiator and target field
consist of the address of the initiator and target node,
respectively. The assigned random list field is a set of random
numbers generated by the initiator. RAPA requires that each
communicating node i possess two different secret keys,

{SK,SK?} , where SK; is for standard signatures and

: node A generates the hash value of

SK? is for path authentication. Before distributing a Route
Request to the target node, the initiator must first randomly
assign k random numbers {7, 7,,---7;} . These random
numbers are used to index the 4-th private slice of SK7,

which is appended to the path authenticator list by the
forwarder for path authentication. The initiator’s signature is

a partial slice of the SK/, which is used to sign the initiator,
target, and assigned random list fields. The source route field
lists the address of all previous forwarders along the path. The
forwarder signs the entire Route Request message and
replaces the previous forwarder’s signature.
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Once a target node receives the Route Request and
confirms the validity of the signatures and authenticators list,
it returns a Route Reply message. The Route Reply message
is a condensed version of the Route Request message without
the assigned random list, path authenticator list, and
forwarder’s authenticator. Also, the source route field is
reversed and the signature of the target node is appended.

Fig. 3 provides an example of our RAPA protocol. RREQ
and RREP denote Route Request and Route Reply,
respectively.

SR« L —[r1..7n]
S :Xs«—=—[RREQ ,< S,D > R]
S - *:[RREQ ,S,D,R,Xs,< SourceRout e >,
< pathAuthLi st >,< forwarderS ign >]
A: o4 ——][SK4(R)]
A T4 —[S5,< 8, 4>,<04>]
A—> *:[RREQ ,S,D,R,2s5,< §,4>,<04>,<2Z4>]
B :oB«——[SK 4(R)]
B:ZB(—S—[ZS,< S,A4,B >,< 04,08 >]
B — *:[RREQ ,S,D,R,%s,< S,4,B >,
< 04,08 >,< LB >
D:Xp«>—[RREP ,D,S,< B,4,S >]
D — B:[RREP ,D,S,<B,A4,S >,Zp]
B — A:[RREP ,D,S,< B,A4,S >,Zp]
A S:[RREP ,D,S,< B,A,S >,%p]
Fig. 3 An example of RAPA.

E. Forwarder Procedure

When a forwarding node receives a Route Request
message, it must verify and sign the message before passing it
on. First, the node performs RAPA Verify to check the
validity of the Route Request. Then, the forwarding node
executes RAPA Sign on valid messages to generate and
append its signature to the Route Request. Otherwise, the
node discards invalid messages. The forwarder may also
announce the presence of a malicious node.

Parameters: t, k, n, {sk{,skP} f, f

¢ : t public slices for standard signature

K’ : choose k private slices as signature

n : n private slices assigned by initiator

sk§ :mnode i’s private keys for standard signing

SkP :node i’s private keys for path authentication
f* : previous hop node’s identity
f :current forwarder’s identity

init : initiator’s identity

RAPA_Verify {

Input: a route request message RREQ

{i.-Jis = split Hash(RREQ([initiator, target, assigned
random list]) into k indexes of index’ length is log,7 bits

A

IF PK;,
THEN Output: FALSE

End-IF
{i,...5;} = split Hash(RREQ[initiator’s signature, source
route, hops authenticator list]) into k indexes of index’
length is logy? bits

i i i i

IF PK$,=Hash(SK.)and PK?,=Hash(SK )

h I e
#Hash( SK,;, ) or PK;,, #Hash( PK;, )

init

THEN select all nodes i in {source route}
m m 7, 7,
IF PK} =Hash(SK/ ) and PK}? =Hash(SK} )
THEN Output: TRUE
ELSE
Broadcast RREQ to announce the previous node f* as
malicious nodes
End-IF
ELSE
Output: FALSE
End-IF
}
RAPA_Sign {
Input: a route request message RREQ
{m...m,} = RREQ[assigned random list]

m T,
o= {SK;’ y ey SK}’ }
Append orto RREQ
Split Hash(RREQ) into % indexes and interpret as an
integer jj for 1 <j<k
i i
2= {SK;, ..., SK }
Replace 2;in RREQ
Forward RREQ
}

Fig. 4. Signature verification and generation of forwarder.

F. Defense against Cooperative Attackers

We demonstrate how RAPA can protect the routing
protocol from cooperative attacks. Fig. 5 provides an example
S > *:[RREQ,S,D,R,Zs, <>, <>]

M1:ou «—I[SK ;1 (R)]

M1:Z,, <—S——[Zs,< S,A>,<o4>]

M1— *:[RREQ,S,D,R,55,< S, M1>,< 635, > Z,411]
M2: 04y «—[SK 1y5(R)]

M2:% 0 ¢ [25,< S, M1, M2 >,< 6 41.0415 >]
M2 - *:[RREQ,S,D,R,%s5,< S, M1, M2 >,

<OM1 Oy > Lol
F :RAPA Verify

Fig. 5. Cooperative attack scenario.

1264

Authorized licensed use limited to: National Chiao Tung University. Downloaded on October 19, 2009 at 00:36 from IEEE Xplore. Restrictions apply.



of a cooperative attack scenario. Our protocol utilizes HORS
to sign the route request, preventing malicious nodes M1 and
M2 from impersonating an initiator. Since RAP piggybacks a
signature one-hop away, it is not sufficient to prevent
cooperative attackers from inserting a forged routing path,
which can cause Route Discovery to fail. In RAPA, we ask
each forwarding node (M1, M2, and F in our example) to
piggyback their identifier, which is also signed using HORS.
We provide a security analysis of our scheme in section 3.

G. Reactive Security Adjustment Strategy

During a routing disruption attack, an initiator may fail to
find a working route using the underlying routing protocol.
By applying RAPA, an initiator may discover a usable route
at the cost of additional computational overhead from
authentication. Since the security strength depends on the
quantity of random numbers selected by the initiator, we
suggest a simple, yet flexible strategy which allows the
routing protocol to dynamically adjust the security level.
discovery Timeout and discovery Success procedures
execute when Route Discovery fails or succeeds in finding a
route, respectively. In RAPA_Init, the initiator determines the
amount of random numbers for path authentication
depending upon the accumulated number of timeouts and
interval factor during Route Discovery. Thus, the initiator
raises the security level after successive timeouts while
waiting for a Route Reply.

H. Malicious Node Isolation Method

In our protocol, each node maintains a blacklist for
blocking malicious nodes. RAPA can isolate malicious
nodes from a network after sensing disruptive behavior. To
detect a malicious node, the forwarder must be able to
recognize forged records in the path authentication list. In the
example shown in Fig. 5, a well-behaved node F can expose a
malicious node M2 by broadcasting the forged request
message. Since this announcement message contains
non-repudiation information, each node can verify the
incriminating evidence and add the malicious node to its own
blacklist. Without including its signature in the forwarder’s
signature field, node F is still able to discard a forged request
message; however, it loses the ability to announce the
presence of the malicious node M2.

III. SECURITY ANALYSIS

We discuss the security issues and properties of RAPA in
this section. We divided it into three assessment phases: 1)
source authentication 2) path authentication 3) cost
comparison a simple approach.

A. Security strength of standard signature for HORS

The security of HORS depends on two important factors:
the “subset-resilient” property of hash operations and the
probability to forge a signature. The subset-resilient feature,
which is formally defined in HORS, guarantees that it is
infeasible to find two distinct messages that will result in at

Parameters: acc_failTimes, max_level, interval
acc_failTimes: number of Route Discovery failures
max_level: max security level

interval: step size for increasing security level
MaxFailTimes : max number of route Discovery failure

RAPA_Init {

Input:RREQ
R = MIN(acc_failTimes*interval, max_level )
Append the signature sign(RREQ) and random
numbers set R
DO original Route Discovery procedure

discovery_Timeout {
acc_failTimes& acc_failTimes+1
IF acc_failTimes < MaxFailTimes
THEN trigger RAPA_Init procedure

discovery_Success {
acc_failTimes €1
Prepare data for transmission

Fig. 6. Algorithm for reactive security adjustment strategy.

most k-element subset of 7={1...t}. If the attacker tries to
forge a signature after obtaining signatures on R messages,

. . .. Rks k. .
then the probability is trivially at most (—=)" . Given
tS
parameter settings of R=4, k,=1024, and t,=16, the security
strength is 2. This decrease in security strength suggests a
need for more frequent re-keying.

B. Random Number Set Collision in Path Authentication

For an adaptive chosen message attack, the attacker tries to
invert the public slices of the one way function A for which
the corresponding secret slices has not been released. The
security strength is reduced to the one-wayness and the
collision-resistance of H. The security parameter of H is the
bit length L of its input string. To forge the authenticator of a
forwarder, an attacker must guess k,,*ZL values, where k, is
the number of private slices for one authenticator in the path
authentication. We use the term “authenticator” rather than
“signature” for the information appended by each forwarder
of our path authentication mechanism because it does not
require a signature operation.

In the case of a non-adaptive chosen message attack, the
attacker tries to forge the forwarder’s authenticator by
choosing r released private slices, where r is related to the
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average number of neighboring nodes, the total number of
nodes, and the density of the network. If a forwarder detects a
duplicate random number set, it can refuse to append the
corresponding authenticators and report back to the initiator.
Since two initiators may accidentally issue the same random
number set, we are interested in this collision probability. Let
W(i, j) be the probability that no two route requests, i and j,
contain the same random number set. That is,
W, j) = U=Dx(G=Dx.x(-G-1) __ ]

i

J G-

The collision probability, which increases as the adversary
accumulates released private slices, is
P, j)=1-W (i j)=1-—L
(=0
Since this is similar to the birthday problem analysis [19], we
can estimate the collision probability as
PG, j)~1 _ 2

-3
1

fl-(-—) L e<—t
2j 6(j—i+1)

This approximation probability is useful for determining a
suitable time to re-key. Given a threshold value Py esnom, We
can use the following algorithm to estimate the average
re-keying interval A .

Parameters: t,, k,, ¥, Pyreshoia
t, : public slices
k, : private slices
r : private slices have been released
n :average number of neighbor nodes
Preshola - max tolerated collision probability
A : average re-keying interval
Estimate Rekeylnterval {
Initialize: A€0
DO A&A+1
UNTIL P(n,C" = C*™") > Pyespota

End-DO
Output: A
§

Fig. 7. Algorithm for estimating re-keying interval.

Consider the example in [7] in which a network with two
hundred nodes operates in an area of 400 square meters. A
node has a communication range of one meter. Furthermore,
each node has an average of three neighbor nodes, which we
obtained from the statistical study in [8]. We use similar
security parameters as in HORS, setting #,=1024 and k,=16.
Let W (n) be the probability that an initiator’s random number

set conflicts with another as follows:
1(f —
y ri(t—k)!
(r—k)!

nxC;
2 —

1
G

Y(n)=

We utilize Stirling’s approximation,

N!zW{(2N+§)x7szN><e N

to simplify W (n), obtaining

B L 2 L ARNR " P .
s o R

Given the above parameters, we observe a probability of
9.8301e-006 and 0.015 after 512 and 768 private slices have
been disclosed, respectively. This probability is directly
related to the rejecting request probability for a forwarder and
reflects the adaptability of our proposed scheme.

We model how W (n) and the expected value of collisions
changes. The expected value reflects the number of disclosed
private slices after initiating the re-keying procedure. In Fig.
9, we fix t, at 1024 and vary k,. From our results, we expect a
collision after exposing 448 private slices for k,=16. By
doubling &, , we can reveal an additional 200 exposed slices
before observing a collision. Fig. 10, which sets k, at 16,
shows that the tolerated number of exposed private slices
only increase by 100 from 7,=1024 to #,=1280.

6
] = — e
bt
o TR
&% x " ‘;m\
# . d 5
.
40 ot &
.
-15
S
-
I i
= #
§ ot A :
* "
<30
.
s 11024 k=18
+ =104 k=24
i t=1024 ke32
T
P ; i i : 3
0 100 200 300 400 500 800 700 0D 800
Actumdsted disciosed private sioes
o
o A
i ~10! »
o
§ S
5
$
& )
= &
g‘z ‘ ;
0 » & » h'lﬂlkﬂﬁl
= mi0Rd kg
o 1e1024 k=32
38
A i ) X
o 100 0 00 400 500 800 700
Accumated disciosed pevate sioes

Fig. 9. Variation of log;o( W (7)) and the expected value for
the same number of public slices
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