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Abstract— Ad-hoc sensor networks have become common ovelas focused on developing extremely optimized protocols at
the past few years and the domain of their application is increasingjifferent layers of networking stack, as well as a specialized

widely. However, the security of these networks poses a great chalyarating system called TinyOs [10]. However, the majority
lenge due to the fact that they consist of tiny wireless devices whic

have limited hardware and energy resources. In addition, thesé)f the;e pro'Focol§ have n(?t bgen design_ed with security
networks are generally deployed and then left unattended. Thesdnd privacy in mind resulting in substantial performance
facts coupled together make it impractical to directly apply thedegradation if there is a security breach. Security can not be

traditional security mechanisms to the sensor network paradigmdesigned as a separate module to be added on top of these

Therefore, there is a need to analyze and better understand thgrotocols. Rather, security has to be integrated in the design
security requirements of sensor networks. This paper provides f t of th twork
comprehensive taxonomy of security attacks on sensor netwoer, eve_ry _Componen Ot the sensor network.
and gives solutions for each set of attacks. More importantly, itS€curity in sensor networks has a number of challenges, some

points out the research directions which need to be investigated inf which are: wireless communication among the nodes, lack
the future. of pre-existing infrastructure, dynamic topology changes, and
resource constraints in terms of memory, energy, and low
communication bandwidth.

Ad hoc networks are infrastructure-less, possibly multi-hophe goal of this paper is to provide a taxonomy of attacks
wireless networks where every node can be either a hostgpr sensor network and outline possible solutions for each
a router, forwarding packets to other nodes in the networfitack. To the best of our knowledge there has not been a
Sensor networks are becoming widely integrated into th@mprehensive taxonomy of attacks for sensor networks.
critical physical as well as personal infrastructures. The visighenial of service attacks have been discussed in [32],
for the future is to integrate sensors into critical infrastructur@owever, the authors do not cover a comprehensive list of
such as Supervisory Control And Data Acquisition systengpssible security attacks on sensor networks. In this paper we
(SCADA). Some current applications of sensor networks argitempt to give such a comprehensive taxonomy. The main
providing health care for the elderly, surveillance, emergenggntributions of our work are: 1) to describe the possible
disaster relief, detection of chemical or preventing biologicaktacks on the software (section Ill), 2) to discuss attacks
threats, and battlefield intelligence gathering. on data aggregation and its consequences on two important
A sensor network consists of anything from a handful tgpplications in sensor networks (section IX), 3) to show the
thousands of tiny wireless devices with sensors. One vesjfects of time synchronization attacks in sensor networks
popular type of nodes are the motes developed primarily @ection X). In addition, the paper is meant to give directions
U.C. Berkeley and Intel, Figure 1. Motes are low cost, smabr future research in the area of sensor network security.
wireless devices with very constrained resources. An exampige rest of the paper is organized as follows. In Section Il we
of a sensor mote is the mica2dot. A typical configuration of giscuss the threat model, trust model, and security objectives
mote has a 4MHz, 8-bit processor, with 128KB of instructiofh sensor networks. In Section IlI, physical attacks on the
memory, 4KB of RAM, and 512KB of external flash memorysensor nodes and attacks on TinyOS are covered. Attacks on
The radio has a frequency of 433 MHz and 38.4 Kbpghe communication stack are explained in Section IV. Traffic
Given the limited resources of these sensor nodes, in tergialysis attacks are described in Section V followed by attack
of both hardware and energy, it is a key technical challeng® key management protocols in Section VI. Sybil attack is
to design secure services. Earlier research on sensor netwedsfered in Section VII. Attack on reputation schemes are

. . _explained in Section VIIl. The attacks on in-network data
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I. INTRODUCTION



or military applications. Data confidentiality ensures that
this data is protected and will not leak outside of the
sensor network and be used by unauthorized parties. This
task could be accomplished using cryptography.

« Data Authentication: This requirement allows the re-
ceiver to verify that the data was really sent by the
node it claims to be coming from. This is accomplished
using a Message Authentication Code (MAC) on the

Fig. 1. Mica mote family communicated data.

« Data Integrity: This ensures that the data has not been
altered or modified by unauthorized users while in transit.

o Data Freshness and Availability Given that sensor

Il. PROBLEM STATEMENT

A. Threat Model networks are used to monitor time-sensitive events, it is
Attacks on sensor networks can be put into different general important to ensure that the data provided by the network

categories, as outlined below [17]: is fresh and available at all times. This means that an
« A mote-classattacker vs. daptop-classttacker: A mote- adversary can not replay old messages in the future.

class attacker has access to a few motes with the same Graceful Degradation: This requirement ensures
capabilities as other motes in the network. A laptop- that the designed mechanisms are resilient to node
class attacker has access to more powerful devices, such compromise, and the performance of the networks
as laptops. This will give the adversary an advantage degrades gracefullgvhen a small portion of the nodes
over the sensor network since it can launch more serious are compromised.

attacks.

« An insider attacker vs. amutsiderattacker: An outsider
attacker has no special access to the sensor network, o )
such as passive eavesdropping, but an insider attackepensor networks are self-organizing networks Wh|ch,_once
has access to the encryption keys or other code usedd@}ployed, are expected to run autonomously and without
the network. For example, an insider attacker could griman attendance. Sensor nodes are vulnerable to physical

a compromised node which is a legitimate part of th@mpering and capture. The physical tampering in term
sensor network . facilitates attacks on the software running on the motes.

interested in collecting sensitive data from the sensfllowing sub-sections.
network, which compromises the privacy and confiden-
tiality requirement. In contrast, the active attack goal ig Physical Tampering

to disrupt the function of the networks and degrade the . .
performance. For example, the attacker might inject faulty Current sensor hardware does not provide any resistance to

data into the network by pretending to be a Iegitimat@hySical tampering. If an adversary captures a mote, he can
node. easily extract the cryptographic primitives as well as exploit

the shortcomings of the software implementation.
B. Trust Model In the realm of sensor networks, the physical attacks can be

In sensor networks, there are one or more base statiofi¥ided into two types:
such as PCs, which are sinks and aggregation points for the Invasive AttacksThis type of attack consists of reverse
information gathered by the nodes. Base stations are the engineering followed by probing techniques that require
interface between the sensor network and the users. Since access to the chip level components of the device. As
base stations are often connected to a larger and less resource-a result, the attacker has an unlimited access to the
constrained network, it is generally assumed that a base station information stored on the chip, and can cause substantial
is trustworthy so long as it is available. Besides the base damage to the system.
stations, there are no trust requirements on the sensor nodes Non-invasive Attacksn this type of attack the embedded
since they are vulnerable to physical capture and other attacks. device is not opened and physically tampered with. An
example of this type of attack is the side-channel attack.
A side channel attack refers to any attack that is based
on the information gathered from the physical implemen-

Security objectives in sensor networks are very similar to  tation of a cryptosystem, in contrast to a vulnerability in
security requirements for embedded systems and are summa- the algorithms. For example, the attacker may analyze the
rized below: power consumption, the timing of the software operation

« Data Confidentiality: In many applications, sensor net- execution, or the frequency of the Electro Magnetic (EM)

works gather sensitive data, for example in health care waves.

Ill. ATTACKS ON THEMOTE

C. Security Objectives



Both types of attacks map directly to the sensor netwofkiven the discussion in this section, it is obvious that there
domain. Invasive attack is possible through the physical capeeds to be more research done to prevent these attack.
ture of a sensor node. As of yet, there is no solution availat®me of the countermeasures for side-channel attacks used
to make the sensor nodes resistant to physical tampering; itheraditional and embedded systems are:
sensor nodes’ micro-controllers lack any kind of hardware-, power consumption randomization

based memory protection. Traditionally in embedded systems, randomization of the execution of the instruction set

cryptoprocessors, which are physically secure processors, havg randomization of the usage of register memory
been extensively used to provide some level of physical, CPU clock randomization

tamper resistance. Even though there are known attacks og using fake instructions
cryptoprocessors, they do provide a first line of defense against using bit splitting

physical tampering. Therefore, there is a need to develpfyre research should look into each of these solutions to
optimized cryptoprocessors that fit the low-cost, low-energystermine their applicability to the sensor node platforms.

requirements of sensor networks. Future sensor node hardware has to be designed so as to
Non-invasive attacks, such as side-channel attacks, are alggport the security required by the software.

possible in sensor networks. For example, a recent study has
shown that a side-channel attack on Message Authentication
Codes (MAC), using simple Power Analysis as well as DifB- Software Attacks
ferential Power Analysis, is possible in sensor networks [24]. Software-based attacks are concerned with modifying the
Their results suggests that several key bits can be extractiee code, and exploiting known vulnerabilities. A well-known
through the power analysis attack. This leads to the conclusiexample of this type of attack is tHauffer overflowattack.
that protecting block ciphers against side channel attacks is Buiffer overflow attack refers to the scenario where a process
adequate. The future research has to explore possible secwitgmpts to store data beyond the boundaries of a fixed length
measures for Message Authentication Codes as well. buffer. This results in the extra data overwriting the adjacent
Other side-channel attacks which have not been explored in themory locations.
context of sensor networks are timing attacks and frequency-As mentioned earlier, sensor networks have limited re-
based attacks. The timing attack involves algorithms whicdources in terms of energy and memory (RAM and flash
have non-constant execution time and this can potentially lealemory). Consequently, a new OS called TinyOS has been
secret information. Non-constant execution time can be causgcifically designed for these networks. TinyOS is a low-
by conditional branching and various optimization techniquesower, event-driven OS which consists of code that can be
As we will outline in the next subsection, the operating systersused. TinyOS is a set of components that can be wired
running on the sensor nodes is event-driven and extremébdgether as needed by the application, as shown in Figure 2
optimized in terms of memory consumption. This suggests tHaP]. The implementation language of TinyOS is NesC, which
the timing side-channel attack is possible. A solution to this a component based language with event-based execution
attack is to use constant execution time software. Howeverpdel [10]. The current implementation of TinyOS does
it is not clear if this is easily achievable in sensor networkeot provide any memory access control, meaning there is
Therefore, searching for countermeasures for the timing attaak function to control which users/processes access which
in sensor networks is an important area for future research.résources on the system, and what type of execution rights
addition to timing attack, frequency-based attacks to extrabey have. In TinyOS the assumption is largely that a single
secret keys of symmetric cryptographic algorithms needs to &gplication or user controls the system.
further explored in the context of sensor networks. It has beghe solution to the access control in traditional Operating
shown in?? that the frequency-based attack can be carried dBystem has been to authenticate the processes , and then
on small devices, such as PDA. However, no experiment hagdiate their access to different system resources. Another
been carried out to verify whether this attack is plausible Example is to us@rotection Ringmethod. A protection ring
sensor network context. consists of a number of hardware-enforced levels, for example
Another problem that can arise in sensor network is attacis..,m, of privilege within the architecture of a computer
on the block ciphert. TinySec [16] which is the primary CPU. These ring levels are arranged in a hierarchy starting
encryption mechanism in sensor networks uses block ciphfeam the most trusted process (usually at le¥eto the least
Attacks on the block cipher are usually accomplished througtusted process (usually at level). The hardware that uses
linear or differential crypto-analysis. As we mentioned earlieprotection ring greatly restricts the ways in which one ring
this attack is possible in sensor networks by using powpasses control to another ring.
analysis techniques. In addition, if the block cipher is used In addition, the hardware enforces restrictions on the types
as a hash function, attacking the block cipher will result iof memory access that can be performed across rings. In order
breaking the hash function. to effectively implement ring architecture, there needs to be a
close cooperation between hardware and software. A possible
lin cryptography, block cipher refers to a symmetric key cipher thzﬂjture direction is to design the hardware platform of the
operates on fixed length groups of bits. sensor nodes such that it supports the ring architecture.



o Using restricted environment such as Java Virtual Ma-
application AR e chine. The JVM is already available in TinyOS software
W | iy i [18] and can be used to restrict the access of unauthorized

Active Messages users to the kernel.

“, i « Hardware attestation. For example, Trusted Computing
i1 o el Group and Next Generation Secure Computing Base
BekoBuckit | | Momalbueet | [TEISEEINE provide this type of attestation [25]. A similar model
S e e s« SR S could be used in sensor networks.

f - « Dynamic run-time encryption decryption for software:
. ) | this is similar to the encryption/decryption of the data
HHTT A & A except that the code running on the device is encrypted.
This will prevent a malicious user from exploiting the
software.
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Fig. 2. TinyOS component hierarchy IV. ATTACKS ON THENETWORK COMMUNICATION STACK

As explained in [32], the attacks on the communication layer

. ) ) of the network can be divided up into the following categories:
A recent work in [28] uses the concept of drawinged line, . Physical layer

which refers to having a boundary between the trusted and Link layer
un-trgsted code. Their solution, called _Ur_1-trusted Exten_5|on. Network and Routing layer

for TinyOS (UTOS), uses a concept similar to sandboxing. | Transport layer

It provides an environment in which un-trusted, and possibly . . .

malicious, code could be run without affecting the kernel. In the fo_llowmg SUbS.eCt'OnS’ we explain the attacks on
UTOS creates the sandbox by usiegtensionswhich are each layer in more detail.

the interface between the un-trusted code and the TinyOS

components. The architecture of UTOS is shown in Figum Physical Layer

3. . . _ Sensor nodes use Radio Frequency (RF) to communicate
In addition to the above problem, i.e. the non-existence gfiajessly among each other. One of the important attacks

kernel and user separation, TinyOS uses the concept of AH the wireless communication jamming Jamming is the

tive Messaging (AM). AM is an environment that facilitateyerference with the RF used by the nodes in a network. The
message-based communication in distributed computer SY&versary can use a small number of nodes scattered around
tems. Each AM message consists of the name of a user-leyelne network to disrupt the communication in the entire
handler on the target node that needs to be invoked as work

as the data that needs to be passed on [11]. This approgefl,mon defenses against the jamming attack is using some
enables the implementation of a TCP/IP like network sta%rm of the spread spectrum communication. Examples of
on the motes that fits the hardware limitations of the sensglis are frequency hopping and code spreading. Another
nodes. . ) ) i solution to the jamming attack has been proposed in [33].
A.nother. vulnerapll|ty Wlth the current implementation ofrp4 4uthors suggest a mechanism by which a jammed region
TinyOS is that it is possible to open a port to a remote sensalh pe mapped by the surrounding nodes. The goal of the

node using the USB port and a PC. Therial forwarder  ,n1400) js to cope with the jamming attack, and isolate the
which is one of the most fundamental components of TinyO5, o4 region from the rest of the network.

software, is called to open a port to a hode. There is no security
check to authenticate the user who is attempting to open the
port. This could lead to an attack on the software where tle Link Layer

adversary opens a port to the nodes and uploads software, arink layer protocol provides means for neighboring nodes to
downloads information from the nodes. access the shared wireless channel, for example Carrier Sense

Some of the solutions that should be considered to secure fgltiple Access (CSMA). Examples of attack on the link layer
TinyOS software and protect the software from being exploitgftotocol are:

by malicious users are: « Causing collision with packets in transmission

« Defining rigorous trust boundaries for different compo- « Exhaustion of the node’s battery due to repeated retrans-
nents and users mission

« Software authentication and validation. For example, as Unfairness in using the wireless channel among neigh-
new line of research in sensor network has started looking boring nodes
into the problem ofremote software-based attestation A number of solutions have been suggested for detecting
[29]. these attacks, such as using collision detection techniques,



SO e s attacks. However, the technical details of the solution are
{umtruated) (uentrusted) {untrusted) beyond this paper.
7 P! « Spoofed, altered, replayed packets: This attack targets the
Todiee" /’ \ wm‘ﬁl \ routing information used by nodes. As a result, it could
i, ‘ff"‘f” o] - | ||I lead to creating routing loops, or increase the end to end
&= ey [ ”a“;:;’* |15 delay. o |
! / |3 « Selective forwarding: in this attack the compromised node
UTES Backend M E only forwards a fraction of the packets it receives and
: : 2 drops the rest. Denial-of-Message attack on broadcast in

I I
other Ting0S components

sensor networks is an example of the selective forward-

ing.

Sinkhole attack: in this attack the adversary tries to attract

most of the traffic toward the compromised nodes.

« Acknowledgement spoofing: The goal of the adversary
in this attack is to spoof a bad link or a dead node
using the link layer acknowledgement for the packets it
overhears for those nodes.

—

CCured Runtime

Fig. 3. UTOS architecture [28]

. o D. Transport Layer
modifying the MAC code so as to limit the rate of requests, 14 transport layer is used for managing the end-to-

and using smaller frames for each packet [32]. end connections for different applications in the network.
Transport layer protocols are usually simplified to fit the
requirements of sensor networks, such as energy-efficiency.
STCP [14] is an example of a generic transport layer protocol
The goal of this layer is to provide reliable end-to-engpeciﬁca”y designed for sensor networks.
transmission. As mentioned earlier, all the nodes in the SengPhoding and desynchronization are two types of attack
network act as routers. Th|S introduces a new Complexity thgeted at the transport |ayer protoco|s_ The goa' Of the
mension to the design of routing protocols for sensor networkfoding attack is to exhaust the memory of a node through
The routing protocols have to be energy and memory efficie§inding many connection establishment requests. In the
but at the same time they have to be robust to SeCUrity atta@@synchronizaﬂon attack the adversary forges packets to
and node failures. There have been many power-efficiefi{e or both ends of a connection using different sequence
routing protocols proposed for sensor networks. Howevefumber on the packets. This will cause the end points of
most Of them Suﬁer from diﬁerent Security VulnerabilitieS aﬂ’]e connection to request retransmission of the ’perceived’
discussed by authors in [17]. Here we briefly mention a fewissed packets. Authentication and using client puzzles
of the attacks on the routing protocols. The complete list cafie two possible solutions to guard against these attacks
be found in [17]: [32]. The question that needs to be answered is whether
« Black holes: This attack is launched against distantleese solutions can be implemented in sensor networks, and
vector routing protocols. A compromised node advertis@ghat modifications need to be made to make these schemes
a zero or a very low cost to its neighbors. As a result, @ausible in the realm of sensor networks.
large number of packets get routed toward this node.
« Wormhole attack: in this attack the adversary node tun-
nels the messages to another part of the network through
a low latency link, and then replays them. This attack is Given the nature of the sensor network, the traffic through
particularly challenging to deal with since the adversamphe network has a specific pattern, i.e. it is a many-to-one
does not need to compromise any nodes and can ysd#tern or many-to-a-few. Most of the nodes in the network
laptops or other wireless devices to send the packets sgnd their observations back to the base station, as shown
a low latency channel. In [34] the authors propose using Figure 4. This gives an adversary an extra dimension of
packet leashed?acket leashes are additional informatiomulnerability to exploit.
added to the packet whose purpose is to restrict tha adversary is able to gather a lot of information on the
maximum distance the packet can travel in a giveiopology of the networks as well as the location of the base
amount of time. Another solution has been proposed station and other strategic nodes by observing the traffic
[27] where a graph theoretic framework for modelingolume and pattern. For example, the adversary might observe
wormhole links is given. The authors derive necessatie traffic and deduce the nodes that are on the vertex cut-
and sufficient conditions, based on the graph theoresiet. Then he can attack and compromise those nodes which
framework, for detecting and defending against wormholeill result in breaking the network into two disconnected

C. Network and Routing Layer

V. TRAFFIC ANALYSIS ATTACKS



& © ¢ VI. KEY MANAGEMENT PROTOCOLS

y Nodes in a sensor network use either pre-distritbuted keys
) @) ¢ or use some form of keying material to generate the keys
dynamically. The cryptographic keys are either group-wise or

pair-wise. In addition, each node has to discover its neighbors
with which it shares a secret key. If two nodes do not share a
secret key directly, then they have to find a path that connect
the two of them in a secure fashion. The goal of the key

management protocol is to pre-distribute cryptographic keys
among the nodes prior to the deployment, revoke keys if nodes
leave the network, and assign new keys to the nodes joining
the network or when some of the keys expire.

S?:;‘:n In sensor networks the key management protocols fall into one

of the following categories:

Fig. 4. An example of traffic pattern in sensor networks. « Deterministic: In this case the processes that generate the
key pools and the key chains are deterministic.
« Probabilistic: The key chains are selected randomly from
components, and any path from one component to the other @ given key pool and distributed among the nodes.
has to go through the compromised nodes. Alternatively, thes Hybrid: This approach uses a combination of the proba-
attacker might launch a Denial of Service attack against the bilistic and deterministic solutions to increase resilience
nodes on the vertex cut-set in order to drain their energy. As and scalability.

P
O—0 O

v %

a result, the overall lifetime of the network is decreaded Examples of the key management protocols can be found in
There are two ways in which traffic analysis attacks can jg], [7], [19], [35]. The problem with some of the probabilistic
performed by an adversary: approaches such as [7] is that the scheme is not resilient to

g{jysical capture attack. Since nodes share pair-wise keys,
%pturing a small number of nodes is enough to break the
tocol.

« In the first attack, the adversary observes the pack
sending rate of the nodes that are close to it, and th

moves towards nodes that have a higher packet sendmg
st of the key management protocols, however, are not

rate. o X
. In the second attack, the adversary observes the tiﬁé"“ent to an attacker who observes the nodes during the

between consecutive packet-sendings among neighbori %%covery process of the shared keys. The attacker can

nodes. Then he tries to follow the path of the packet thy the information he has obtained to attack some pf the
is being forwarded until it reaches the base station. nodes, and break the key management protocol. This has

been shown through simulation in [26]. A possible solution
The possible solutions to the traffic analysis attack are it to use public key cryptography. However, it is generally

use randomness and multiple paths in routing, using proligelieved that implementing a public key protocol on the

bilistic routing 3, and the introduction of fake messages igensor nodes with their limited power and memory resources

the network. Probabilistic geographic routing scheme (PGR)not feasible. It remains to be seen if the security gain from

has been explored by the authors in [30], where the next higving a public key cryptography algorithm outweighs the

is chosen based on the link quality and residual energy olkeaergy consumed in the extra overhead.

subset of the neighbors of a node. It has been shown through

simulations that PGR is energy efficient and performs well in

terms of throughput. VII. SYBIL ATTACK

A cautionary note on using fake messages is in order. FakeSybil attack refers to the scenario when a malicious node

messages will introduce additional overhead in terms gfetends to have multiple identities. For example, the mali-

energy-consumption and in-network traffic. In order for theious node can claim false identitiefalfricated identitie)s

fake messages to be effective in preventing the adversary fremimpersonate other legitimate nodes in the netwstklén

learning any information, they have to look like real messagégentities.

Therefore, we can not use any optimization on these fakg the authors point out in [25], the Sybil attack can affect a

messages. number of different protocols:

« Distributed Storage

2 jfetime of the networks is generally defined as the time it takes for the * Routing Protocols
network to become partitioned. « Data Aggregation (used in query protocols)
3In deterministic routing, the next hop is selected based on a known rule, . Voting (used in many trust schemes)
such as shortest path. In contrast, in probabilistic routing, the next hop is . .
chosen at random from among a number of candidate nodes. Therefore, th& Fair Resource Allocation
next hop can not be determined ahead of time. o Misbehavior Detection



The proposed solutions to Sybil attack include: 1) radio
resource testing which relies on the assumption that each
physical device has only one radio, 2) random key pre-
distribution which associates the identity of the node to the
keys assigned to it and validate the keys to see if the node
is really who it claims to be, 3) registration of the node
identities at a central base station, 4) position verification
which makes the assumption that the sensor network topology
is static.
Each of these solutions has its own drawbacks. For example,
there is no guarantee that every physical device is going to
have only one radlol In fact some of the MAC protocolglg 5. The white nodes are sensor nOdeS, and the black circles are the
. . aggregate nodes.
rely on each node having more than one radio. The ke?/g
pre-distribution is challenging as mentioned in the previous
;ectlon. The problem with the last proposm(_)n IS t_hat ther ain assumption behind reputation systems in general is that
is no guarantee that the network topology is static,and the . . . . .
. . e information available on an entity of the network is correct.
nodes do not change their location. Many sensor netwaqr, .
. . . .~ "However, there are a number of problems that arise in the
deployment require mobile nodes. Therefore, this solution is . o .
. o . . réputation-based systems. The following is a short list of the
likely to fail in the case of dynamic topologies. L .
security issues [22]:

« Ballot stuffing
VIII. ATTACKS ON REPUTATION-ASSIGNMENT SCHEMES « Bad-mouthing

Reputation or recommendation systems have proven usefut Reputation transitivity: _if a node can not directly.observcla
as a self-policing mechanism to address the threat of com- a&nother node and assign a reputation, should it trust its
promised entities. They operate by identifying selfish nodes, nelghhors and take their reputation for' the unqbservgd
and isolating them from the network. They help the users, node into account, and how should it combine this
i.e., the nodes in the network, to decide which nodes they can Second-hand information with its own first-hand infor-
trust and communicate with. Centralized reputations systems mation.
were popularized by the internet. An example of this system® The Sybil attack
is Ebay’s rating system. . Measurmg the perfor.mance of the network: how should
Decentralized methods were then created for use in ad hoc ©ON€ @ssign a reputation value to a node so as to get the
networks [15]. TheCORE reputation system [21] and the  desired outcome.

CONFIDANT protocol [1] use a watchdog module at each In addition to these difficulties, there are other problems
node to monitor the forwarding rate of the neighbors of thisat can arise within the reputation system framework. For
node. If the node does not forward the message, its reputatexample, as mentioned earlier, in [1] the authors propose
is decreases, and this information is propagated throughout ttsing a watchdog mechanism that determines if nodes are
network. Each node also uses the second hand informatforwarding their packets properly. Since the medium of
from other nodes to find the overall reputation of a nodé&ansmission is wireless, all the nodes in the neighborhood
Over time the bad behaving nodes are less trusted and will a transmitting node can hear the communication. This
not be used in forming reliable paths for routing purposesverhearing property is used by the watchdog mechanism
These two protocols differ in how they use the second haita determine misbehavior. However, in a number of other
information, how to punish bad behavior and how to instithpplications in sensor network, we can not utilize the
trust for the node which misbehave temporarily. A formabverhearing property. For example, if the network is used to
model for trust in dynamic networks is introduced by Carboraonitor an event, such as a moving object, then the watchdog
et. al [2]. The most relevant work for sensor networks isiechanism has to be designed in a way to take into account
presented in [8]. The authors suggest a high level reputatithre physical correlation among neighboring nodes’ signal
system frame work for sensor networks. However, they ongfrengths (observations) to detect misbehavior. Currently,
suggest avatchdogmechanism to determine the reputatiothere are no available analytical models for signal strength
of each node. The purpose of the watchdog mechanism isctwrrelation based on distance in sensor networks.

monitor the neighbors of a node, and determine if any of ti&iven the security problems facing reputation systems along
nodes deviate from their expected behavior. The authorsviith the lack of analytical models for designing watchdog
[8] state that there is no unified way to design the watchdegechanisms, the design of a reliable reputation system for
mechanism, i.e. the mechanism to assign reputation to eaemsor networks has proven to be a very challenging problem.
node has to be context dependent and varies based onRb&ire research needs to focus on designing reputation-
application at hand. assignment mechanisms that are resilient to most of the above
Distributed reputation systems face a great challenge since sleeurity attacks. At the same time these mechanisms have to



be simple enough to be implemented on the limited memory . S0 compromisednodes, 26 of them leaders
of a sensor node.
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IX. ATTACKS ON IN-NETWORK PROCESSING aof

In-network processing, also called data aggregation, is a s}
key feature of sensor networks. Given the limited resources
of the sensor nodes, it is nearly impossible for all the nodes *°f
to send back their data to the base station. In addition, the
rate of packet collision will significantly increase if all the
nodes report their observed data. Therefore, some of the 2o}
intermediate nodes fuse the data from their neighborhood,
and send the aggregated data back to the base station. It is s
possible to have multiple levels of hierarchy among nodes, ol
and in each level one node fuses the data from the nodes at
the level directly below it. An example of the aggregation 5
process is shown in Figure 5. . T
As one can immediately see, if a few nodes are compromised, ©°© & 10 15 20 25 30 3 40 45 50
they can inject faulty data into the network. This will resul[: 6. The blue lines are the tracks formed at the base station. The red line
in a corrupted aggregate. For example, assume that t@&e actual track of the moving object.
nodes are monitoring the temperature of the environment,
and the fusion process is simply to take the average of all
the sensors’ readings. Now if one node is compromised aificthe reputation is high enough and discarded otherwise.
gives a high or a low reading, it will affect the average andowever, using this solution requires having a robust and
pull in one direction. Other, more fundamental, applicatiorettack-resistant reputation system. A second possibility is to
that use data aggregation are multi-object tracking [28Fe robust statistical methods for estimation that are not as
and directed diffusionrouting [13]. Here we will give an prone to errors as averaging.
example of how a hierarchical multi-object tracking can
be affected by attacks on the aggregation. In hierarchical
tracking, there are hierarchies of nodes. At each level, &% ATTACKS ONTIME SYNCHRONIZATION PROTOCOLS
leader is selected and the nodes in the its neighborhood sentdlime synchronization protocols provide a mechanism for
their observations to the leader. The leader uses an averagipgchronizing the local clocks of the nodes in a sensor
scheme to fuse the observations. The leader nodes, thestwork. There are several time synchronization protocols
send their fused observations to the base station. Base stat@nthe internet, such as Network Time Protocol (NTP).
forms the object’'s track bases on the received aggregatédwever, given the non-determinism in transmissions in
data. However, if a fraction of the nodes are compromisegnsor networks, NTP cannot be directly used in wireless
and send faulty observations to the leader nodes, the fusetsor networks. Time synchronization implementations have
observation will be skewed. As a result, the track formed byeen developed specifically for sensor networks. Three of
the base station is either wrong, or in some cases non-existingt most prominent are Reference Broadcast Synchronization
in reality. Figure 6 shows a scenario were a fraction of th&BS) [6] Timing-sync Protocol for Sensor Networks (TPSN)
nodes are compromised. The compromised nodes send9la and Flooding Time Synchronization Protocol (FTSP)
constant faulty observation. As a result the tracks formed [30]. However, none of these protocols were designed with
the base station, shown in blue, are severely different frasecurity as one their goals. An adversary can easily attack
the real track of the object, shown in red. any of these time synchronization protocols by physically
There have been a few solutions suggested in the literaturecépturing a fraction of the nodes and have them inject faulty
secure the in-network processing [3], [4], [31]. Wagner [31]jme synchronization message updates. In effect, the nodes in
suggests using statistical properties, such as median, to rediheeentire network will be out-of-sync with each other.
the effect of attacks on the aggregation process. AuthorsTiime-synchronization attacks have great effects on a set of
[4] propose a solution based on forming secure hierarchiessginsor network applications and services since they heavily
node clusters. Cryptographic keys are used at each levelreffy on accurate time synchronization to perform their
the hierarchy to establish secure communication among tespective functions. To illustrate the effects of corrupted
nodes in a cluster. The solution proposed in [3] also religisne synchronization, we describe the effect on estimating the
on cryptographic key establishment to ensure security of thtate based on sensor readings from a sensor network. The
fused data. state estimation is the foundation of any tracking algorithm.
One possibility to secure in-network data aggregation is We give a simple example using the Kalman filter, which is
use a reputation system. A node’s data is only considerased extensively in tracking. The Kalman filter estimates the




T R O S S VR S VIt S TR XI. CONCLUSION

Sensor networks are a promising technology with many
important applications, such as environment monitoring, health

care, surveillance. They are the way of the future, and it is
T 1 envisioned that the senor networks will be used in critical
infrastructure.

The nodes that comprise these networks have very limited
y resources in terms of memory and power. The reason for these
4 constraints is that the driving force behind sensor network’s
success is the small dimension, which facilitates non-intrusive
deployment, and the cheap price of the hardware.
The protocols designed for sensor networks have to be
simple and efficient both memory-wise and energy-wise to
accommodate the resource constraints of the sensor nodes.
Fig. 7. The y axis shows the norm of the difference between the resu'l%owever’ given the unattended nature,Of sensor networks’ they
from the Kalman filter before and after de-synchronization. The x axis is tfiRf€ vulnerable to a number of security attacks which could
time of the corresponding observation. substantially degrade the performance of the network.

The goal of this paper is to give a comprehensive taxonomy

of the security attacks on sensor networks and their effect on

the performance of the network. We gave some of the possible
state of a discrete-time controlled process that governed bygalutions that should be considered. In addition, we gave future
linear stochastic difference equation. directions for extending research in the area of sensor network
security.

T = Axp_1 + Bup_1 +wi_1 reR” Q)
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