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1 Abstract

This paper proposes a Secure Encrypted-data
Aggregation (SEA) scheme in mobile wireless sensor
networks (MWSN) environment. Our design for data
aggregation eliminates redundant sensor readings
without using encryption and maintains data secrecy
and privacy during transmission. In contrast to
conventional schemes, our proposed scheme provides
security and privacy, and duplicate instances of
original readings will be aggregated into a single
packet; therefore, more energy can be saved.

2 Introduction

Wireless Sensor Networks (WSN) have emerged
as an important new area in wireless technology. A
wireless sensor network [2] is a distributed system
interacting with physical environment. It consists of
motes equipped with task-specific sensors to measure
the surrounding environment, e.g. temperature,
movement, etc. It provides solutions to many
challenging problems such as wildlife, battlefield,
wildfire, or building safety monitoring. A key
component in a WSN is the mote, which contains a) a
simple microprocessor, b) application-specific sensors,
and c) a wireless transceiver. Each sensor mote is
typically powered by Dbatteries, making energy
consumption an issue.

A major application for a wireless mote is to
measure environmental values using embedded sensors,
and transmit sensed data to a remote repository or a
remote server. Because of limited transmission
capabilities, this often requires multi-hop forwarding of
messages, and is power consuming.
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One specific power-saving mechanism used in
wireless sensor networks is data aggregation [1][3][7]
[10]. Our paper proposes a novel method for
eliminating  duplicate  encrypted data  during
aggregation without decryption. Data aggregation has
been put forward as an essential paradigm in sensor
networks. The aggregator uses specific functions, such
as addition, subtraction or exclusive-or, to aggregate
incoming readings, and only aggregated result are
forwarded. Therefore, communication overhead can be
reduced by decreasing the number of transmitted
packets. Without encryption, adversaries can monitor
and inject false data into the network. Encryption can
solve this problem, but how can we aggregate over
encrypted data [6]?

Previous work in data aggregation assumes that
every mote is honest and only transmits their correct
readings. Intanagonwiwat, Govindan, Estrin, and
Heidemann proposed a data-centric diffusion method to
aggregate data [9]. Their method enables diffusion to
achieve energy savings by selecting empirically good
paths and by caching and processing data in-network.
Though their method can achieve significantly energy
saving, security is not put into consideration in their
design. Hu and Evans further examined the problem
that a single compromised sensor mote can render the
networks useless, or worse, mislead the operator into
trusting a false reading [8]. They proposed an
aggregation protocol that is resilient to both intruder
devices and single device key compromises, but their
scheme suffers a problem that the aggregated data will
be expanded every time when it was aggregated and
forwarded by any intermediate sensor mote.

This paper proposes a new method for
determining and eliminating duplicate data while
protecting privacy (using encryption) without excessive
key-management or power management issues. The
rest of the paper is organized as follows: Section II
provides background on related work. In Section III,
we describe our system architecture and proposed
aggregation protocol. Section IV offers conclusions.
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3 SEA: Secure Encrypted-DATA
Aggregation
Our proposed scheme comprises five phases: group
forming, aggregator election, initialization, data

encryption, and data aggregation. In group forming
phase, a MWSN is automatically divided into non-
overlapped tree-based aggregation groups, and each
node joins only one group. In aggregation election
phase, a sensor will be elected as the group aggregator.
Each mote in the same group transmits its readings to
the aggregator. In initialization phase, each node secure
exchange its pre-stored keys with the aggregator and the
aggregator uses these keys to perform secure data
aggregation in last phase to eliminate redundant
readings without decrypting received packets.
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Figure 1. A clustered sensor network topology

Here we list notations we use in this paper:
Notations:

S; : Sensor mote i

SID; : Sensor identity of sensor mote i

g : An one-way function having the following property:

gx®y)=g(x)®g(»)
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KiRK : An encryption key randomly generated by sensor
mote i

k!X
sensor mote 7

. A verification key used to verify data from

31 Group Forming

After arbitrarily deploy motes in a geographical
area, the motes automatically form several non-
overlapped groups. Each group is called an
“aggregation group”. When forming groups, the
remote server broadcasts a beacon, containing an index
of hop-count, layer, indicating the distance from
received node to remote database, to all motes. Each
mote then can be categorized according to different
layer. Next each mote broadcasts a packet contains its
ID and layer to other motes. If other motes can listen to
this packet and has the same layer value, these nodes
are then grouped into the same aggregation group.
Figure 2 depicts overall group forming phase in detail.
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Figure 2.  Group forming phase

3.2 Aggregator Election

After non-overlapped groups are formed, motes in
the same group select a mote as the group aggregator.
The group aggregator is responsible for forwarding
readings to remote database after data are aggregated.
Several Criteria for electing group includes: number of
descendent, number of ascendant, remaining power,
maximum RSSI, and so on. Different electing criteria
cause different routing topology. How to find a best
group aggregator is not our intention.

When groups are formed and group aggregators
are elected, motes then forward their readings to the
group aggregator in the same group. The aggregator
when forward the aggregated value to its parent
aggregator. Eventually, these readings from all motes
will be forwarded to the remote database via the group
aggregator whose layer value is one.

33 Initialization



Before deploying a wireless sensor network, we
have to set up three roles: the sensor mote, the
aggregator, and the remote database.

The sensor mote: Each sensor mote i is assigned a
sensor ID SID;, an one-way hash function f, an one-

way function g, and a verification key K ,-VK .

The remote database: The remote database needs
to decrypt aggregated data, and thus we need to store
the one-way has function f, the one-way function g, and

all verification key K!* for all i.

The aggregator: The aggregator will be given the
one-way has function f, the one-way function g, and all

K* @K™, Vi# j. Hereafter, these keys are referred
as aggregation verification keys. This step must keep
aggregator from knowing K/* or K].VK . Otherwise,

the aggregator can decrypt the ciphertext passing
though it.

34 Data Encryption Phase

Our encryption design aims to provide lightweight
encryption overhead and secrecy while providing data
aggregation property.

When a sensor mote i has a reading m; and
wishes to transmit this reading to the aggregator, it first

uses its pre-installed verification key K/* and the one-
way function g to generate g(K;"). Then, this sensor

mote randomly generates a new key K/, which will

be used as the next-round encryption key. Next, the
sensor mote generates corresponding ciphertext
E;(m;):

E(m)=m ®g(K)® K |k © K/, Eq(l)

where " indicates data concatenation.

Our proposed scheme is very close to one-time
pad method as each mote changes different key for
encrypting data but provides more capabilities. Next,
we will introduce how to find out redundant readings
among these ciphertexts without decrypting them in
our data aggregation phase.

3.5 Data Aggregation Phase

Our data aggregation method provides a pair-wise
method to identify if two readings are identical.
Although the goal of our data aggregation scheme is to
find redundant readings among n incoming encrypted
packets in the aggregator, our aggregation scheme can
be further extended by pairing off these n incoming
encrypted packets. By iteratively performing pair-wise
comparisons we can eliminate all redundant readings
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among them. If n same readings are encrypted and
transmitted to the aggregator, the aggregator needs to
check n-1 times to verify these inputs and save n-1
packet transmission. It needs computation overhead for
data aggregation but saves more energy from fewer
data transmissions.

In the following section, first we will introduce
our approach to find redundant reading in two packets;
then, we will introduce how to extend our approach to
find redundant readings among n packets.

Assume sensor mote i and j sends two encrypted
readings to the aggregator, and these encrypted
readings can be expressed by the following equations:

E(m)=m ®g(K™)® K*|K* @ K[*, Eq2)
E;(m)=m, ®g(K/)® K |[K* @K/ . Eq(3)

First, the aggregator XOR the first parts of these
two ciphertexts, and it can be expressed by the
following equation:

EK EK EK EK

m@g(K" )K" ®m, @ g(K;")®K;" Eq(4)

Next, since the aggregator is pre-installed with
K" ®K " , the aggregator can XOR the last two part
of Eq(2) and Eq(3) to obtain:

EK VK EK VK VK VK

K*oK oKk oK oK/ @K

EK EK
=K* @K'

It can be found that the aggregator can use E,(m,)

Eq(5)

and E;(m;) to retrieve K @KfK , but cannot

retrieve K or K f'( separately; therefore, the
aggregator cannot decrypt E;(m,) and E (m;).

Next, we define a check value V, and V is
calculated by XOR Eq(4), Eq(5) and g(K/* ® K fK ).
The check value is used to distinguish if two encrypted
readings are the redundant in their plaintext format. As
a result, the check value V can be expressed by the
following equation:

EK EK EK
I/(i,j):mi®g(Ki )OK, (_Bm/@g(Kj ) Eq(6)
QK OKT DK @g(K™ ®K)

By using the properties of function g, Eq (6) can
be further reduced to:

Vijy=m @ gKM)OK™ @ m; ® g(KfK)

EK EK EK EK EK
K" OK" @K ©g(K" ©K ") ... Eq(7)
=m, ®m,

It is easier observed that if m, equals to m,,

v

(%))
describe V; ;) by the following equations:

=m,®m; =0, and vice versa. We can formally



Vi =0.then m;,=m;
if . ...Eq(8)
()
If these two readings are the same, the aggregator
just needs to send either E;(m;) or E;(m;) to the

# 0, otherwise

remote server. If these two readings are different, the
aggregator then sends E;(m,)| E;(m;) to the remote
server. Since remote server is pre-installed with the
verification key K™, the remote server therefore can

use K/ to obtain K by
K* =(k*eok™y® K™
Then, the original data m, can be recovered by:
m, = (m, ® g(KF)®K*) @ g(K) @ K[

4  Security Analysis

In this section, we use random oracle model to
justify our protocol is secure in terms of provable
security.

A random oracle [4][5] is a theoretical block box
that replies to queries with random response chosen
uniformly in its output domain. A methodology for
designing a cryptographic protocol can be divided into
two steps. In first step, one designs an ideal system in
which all participants as well as adversaries have oracle
access to a truly random function, and proves the
security of the ideal system. In second step, we replace
the random oracle by a “good cryptographic hashing
function”. We can therefore obtain an implementation
of the ideal system in a real-word where random
oracles do not exist. This methodology is referred to as
the random oracle methodology.

Before we build our ideal system, we first
describe the notion.

{0,1}* : the space of finite binary strings

{0,1}DC : the space of infinite binary strings

G: {0,1}* - {O,I}w : a random generator

f @ a trapdoor permutation with inverse f '

k : the security parameter

H :{0,1} > {0,1} : a random has function

G(r)® x: the bitwise XOR of x with the first |x]
bits of the output of G(r)

A function ¢(k) is negligible if for every c there
exists a k, satisfying e(k)<k™ for every k>k™. If
A, is a probabilistic algorithm, then for any inputs

my,my, - Ap(m,m,,---) is the probability space
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which to the sting o assigns the probability that A,
outputs o . For probabilistic spaces S,7,--- ,

Blx < 8y« T p(x,y,-)]
denotes the probability that the predicate p(x,y,---) is
true after the execution of the algorithms x <« S,
y<«T,etc.

For convenience, a random oracle R is a map
from {0,1}* to {0,1}°° chosen by selecting each bit of
R(x) uniformly for every x.

Our proposed scheme can be formulated as the
following oracle:

E},(m)=m® H(G(1)) ® G(r)|G(r) ® G(r;) ...Eq(9)
Known-Plaintext Security

For known-plaintext attacks, the adversary knows

some m, and

P[The attacker successfully guesses G(r;)] can

be described as:

P[r, < G(r)]=——~0, when r is large enough.

T
We suggest that |r1| > 88 is adequate.

Chosen-Plaintext Security

We adapt the notion of CP-adversary (chosen-
plaintext adversary) in [3] to the random oracle model.
A CP-adversary A4 is a pair of non-uniform
polynomial algorithms (F, 4,), each with access to an
oracle. For an encryption algorithm 4 to be secure, it
requires that

P[Chosen - Plaintext Fails] =

PR < 2°;(E,D) < 8(1°);(m,y,m,)
« FRE)b < {0,160 « E*(m,)
:AIR(E5m09mlaa) :b]

<05+
In our proposed scheme,

Eq(10)

P[Chosen - Plaintext Fails] =C/ x ﬁ ,
is negligible to the random oracle.
Chosen-Ciphertext Security
The chosen-ciphertext attack is defined as: the
adversary can adaptively choose ciphertexts and access
to the decryption algorithm to get the corresponding
plaintexts. Though it is usually occurred in asymmetric
cryptographic systems, it can also be happened in our
scheme as the adversary can know both ciphertexts and
plaintexts (by using same sensors) in the same time.
We adapt the definition of [3] and [11] to the random
oracle [5] setting. An RS-adversary (“Rackoff-Simon
adversary”) A is a pair of non-uniform algorithm
A=(F,4,), each with access to an oracle R and a



black box implementation of D® . The algorithm F is
used to generate two messages m, and m,; such that if

4, is given the encryption « , 4, won’t be able to
guess well whether o comes m,, or m,. Formally, an

encryption scheme 4 is secure against RS-attack if the
following equation is satisfied:
P[Chosen - Ciphertext Fails] =
PR < 273(E, D) « 91" );(my, m,)
Eq(11
«— FR"(E)b {010 « E*(m,): ath)
AR (Eymy,m, ) =b]< 0.5+ k™0

To see our scheme is secure against chosen
ciphertext attacks, we prove the above equation is

satisfied. Let A, denotes the event that a”b(—F (E),
for some a and b . Let A=(F,A4) be an RS-

adversary that succeeds with probability %+ A(k) for

some non-negligible function A(k). The adversary 4
can make some oracle call of G(r;) or H(G(r)). Let
L, denotes the event that A4, asked D" some
queries where a=m® ' (n)® H(f (1)) , but 4,
never asked its H-oracle for H(f'(r)) . Let n(k)
denotes the total number of oracle queries made. It is
that  Pr[L,]<n(k)27"
Pr[A succeeds ZK N ZK] =0.5 according to [3].

Thus
P.[A succeeds] = P,.[Choosen - Cipher Attack succeeds]

easy to  see and

%+ A(k)

is bounded above by
P[Assucceeds Ly ]P.[L;]

+ P[Asucceeds L, N A, JP[ L, N 4, ]
+ P[A succeeds L, M Zk]P,[Zk N Zk]

<n(k)27* + P[4,] +%

Therefore, our proposed scheme satisfies eq. (11),
and is chosen-ciphertext-attack resistant.

5 Conclusion

In this paper, we proposed a secure encrypted-data
aggregation scheme in mobile wireless sensor networks.
Our scheme has the following enhancements: 1) the
aggregator does not need to decrypt its received
encrypted-data to verify if these data are the same; no
extra power are wasted in data decryption, 2) the
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aggregator dose not have decryption keys and therefore
cannot know anything about the data, and 3) our
proposed scheme uses random keys to encrypt data;
this property makes our scheme resilient to know-
plaintext attacks, chosen-plaintext attacks, ciphertext-
only attacks, and man-in-the-middle attacks. Aiming at
secrecy and privacy, our proposed scheme is resilient
to several attacks in sensor networks, and makes data
aggregation more practical in these environments.
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