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ABSTRACT

A pseudo-random number generator is considered cryptographi-
cally secure if, even when a cryptanalyst has obtained long segments of
the generator’'s output, he or she is unable to compute any other segment
within certain time and space complexity bounds. A pseudo-random
number generator which is as cryptographically secure as the Rivest-
Shamir-Adleman encryption scheme is presented in [Shamir]. This
method for generating pseudo-random numbers is quite slow, though, and
it is not known whether any statistical biases might be present in the se-
guences it generates. Blum and Micali [BIMi] give a pseudo-random bit
generator, with arbitrarily small bias, which is cryptographically strong,
assuming the problem of index finding is intractable. But their method is
also slow. Olher cryptographically strong, but slow, pseudo-random bit
generators are given in [BBS] and [Yao]. This suggests the question of
whether any of the pseudo-random number generators commonly in use
are also cryptographically secure. In particular, the linear congruential
method, X;,, = aX; + b mod m, is very popular and fast. Obviously, this
method is not cryplographically secure if the modulus, m, is known. In
that case, one could solve for =z in the congruence
(Xg = X,) = z(X, — Xg) mod m. Then the remainder of the sequence
could be correctly predicted using X;,; = z(X;) + (X; - z(X,)) mod m. In
[K1980], Knuth has discussed this problem, assuming m is known and is a
power of two, but assuming thal only the high order bits of the numbers
generated are actually used. We have looked at the problem, assuming
the m is unknown and arbitrary, but that the low order bits are also used.
We have shown that, under these assumptions, the linear congruential
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method is cryptographically insecure. A similar result is given in [Reeds],
but, among other problems, that result relies on the assumption that fac-
toring is easy.

To reiterate, assume that a fixed linear congruential random
number generator, X;,, = aX; + b mod m, is given, but the constants
a, b, and m are unknown. The problem is to predict, the remainder of the
sequence from some of the X;. First we consider the problem of finding
an @ and a b such that X;,, = 4X; + 6 mod m for all 1 = 0, without finding
m. The two algorithms we have found to do this use only an initial seg-
ment of the sequence. The first algorithm is somewhat easier, but the
second is optimal in the sense that it never requires knowledge of more of
the X; than are necessary to completely determine @. In the worst case,

neither algorithm needs an initial segment of length greater than
2 + [logom|.

Then, we use a modified version of the second of these algorithms
to predict m and the unknown portion of the sequence. Here the problem
becomes one of inference. In some cases, it may take a long time to find
m, even though many correct predictions for the X; can be made before
m can be uniquely determined. The algorithm we found looks at
Xo. X, and X, and then begins predicting the X;. We assume that whenev-
er an incorrect prediction occurs, the correct value is revealed before
the next prediction is made. In a few cases, Xp X;, and X will be
sufficient to determine an @ and a b such that X;,, = 8X; + b mod m for
all i = 0. Otherwise, when the first incorrect prediction is made, suitable
8 and & are determined from the correct X; value, as well as an initial
guess for m. When further errors are made in predicting the X;, m is up-
dated so that it is consistent with all previous data. Analysis of the algo-
rithm shows that no more than 2 + log,m updates need ever be made.

Finally, we show that, if some of the X; with 7 > j are known, they
can also be useful in predicting X;.

The algorithms described above and the proofs of these results can
be found in [P1].
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