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Summary

I. Background

The communication security is getting more and more
important today. While enciphering digitized speech is
“an efficient approach for secure speech communications,
there is also an increasing interest in analog scramblers
due to the desire to use the existing telephone channels
with standard telephone bandwidth at acceptable speech
gquality agd reasonable cost. The concept of scrambling
the samplé values of the speech waveforms becomes attractive.
due to its higher degree of security compared to the

traditicnal scramblers™? But all these sample value

scramblers require frame synchronization, i.e

°

the signal
segments used in scrambling and descrambling processeé havn
tO be exactly the same for signal recovery. This complicates
the implementation and makes the speech transmission very

sensitive to channel conditions. A new speech scrambling
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zlgorithm which does not reguire frame synchronization was

8]

propcsed recentlv’®. In this algorithm the original speech
can alwavs be recovered with arbitrary frame location, 2as
long as the scrambling key is known. This algorithm is

summarized here.

I7. Summarv of the Results

The block diagram of the algorithm is in Fig 1. x(n)
is the ofiginal speech samples. The operation of block Pl
is to multiply 2LN samples of x(n) by a truncated sinc window
h(n), break the result into 2L segments of length N, and

- .
sum them together to form a wvector U, i.e.,

- T .
= « e A\ = 1
2 [urN<o>, u_n(1), u (2, urN(L.l)] . r=integer (1)
and L-1
u_.(q) = I x(rN+Nt+g)h(-Nt-g), O<gsgN-1 (2)
rN t=_L
- Sin(nm/N) + 3
h(n) W , -LN+1<n<LN (3)

-
This operation repeats every N samples, i.e., u r=1,2,3, "

r J
are produced. The block W is an N-sample Discrete Foruiler

. -+ . = .
Transform (DFT), transforming the vector u. into Yr’ i.e.,

K 3T
Y. = [YrN<O>, Y n(1), Ton(2), YrN(Nfl)] , (4)

= e No = = ... N-— 5
{YrN(k), k=0,1,2, N-1) DFT {urN(q), g=0,1,2, N-1} (3)
£qs(4)(5) can be written in wvector form,

=T Q (6)
r r

v}
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Where W 1s the NxN matrix for DFT. M is an invertible
arbitrary scrambling matrix of permutation tvpe which

b

- . —_-
scrambles the vector Y_ into T,
-~

-

T_ =M 7 (7)
r r
w™! is the matrix for inverse DFT, i.e.,
- - 1>~
= w= 8
V. LA (8)
> - - - ' - T (9)
Fp = [ 7000, voy(1), v (), (8-1)

The operation of the block P, is first filling intermediate

2

zeros by defining new sequences zq(q),

Y,N(q), n=rN, r=integer, 02£qg¢N-1,
: (10)
z2,(q) =

0 , ZrN, r=integer
and then interpolating to obtain the scrambled speech samples

x'(n) using h(n),

n+LN-1
x'(n) = z zm« n))Nh(n—m) (11)
m=n-LN '
where (( ))N represents modulo N. The descrambling operation

is exactly the same except M replaced by M '.

III. Conclusion

The above algorithm is very simple in terms of hardware
implementation. It was shown thecretically that with this
algorithm the original speech can always be recovered without
frame synchronization. An intuitive explanation is that
significant redundancy for adjacent frames was introduced by
P; and Pp such that synchronization becomes unnecessary.

Computer simulation supports the theory, and hardware implemen-

tation is completed.
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Fig.1 . The new speech scrambling system proposed .
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